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About me

= Project lead for Code Pulse and
Ken Prole Attack Surface Detector (ASD)
= 20+ years of software development
experience
= Passionate about helping organizations
build more secure software

CTO, Code Dx
Principal Investigator, Secure Decisions

Applied Visions, Inc.
= Software development since 1987
| = Primarily develops business applications

dba, Secure Decisions
= Cyber R&D, focusing on application security
= Primarily serving DHS and DoD,
| some intelligence and commercial projects

Code Dx, Inc.
= Spin-out to commercialize DHS-funded AppSec R&D



Outline of today’s talk

Overview
= Summary of tools
= The White Hat’s advantage
= Typical penetration testing workflow
= The importance of understanding the attack surface

OWASP Code Pulse

= Challenges addressed, how it works, demo

OWASP Attack Surface Detector (ASD)

= Challenges addressed, how it works, demo

Wrap-up
= Where to learn more
= Q&A

Making black box testing less opaque



Overview

Overview of tools; pen-testing workflow;
understanding application attack surface



OWASP Code Pulse

Provides insight into the real-time code
coverage of black box testing activities
by monitoring the execution of the web
application.
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I{:{ Attack Surface Detector

Provides a complete picture of a web
application’s exposed attack surface. Output
used to “pre-seed” ZAP and Burp Suite for
more thorough pen testing.




The White Hat advantage

White Hats have plenty of disadvantages over their
malicious counterparts

 Huge task of securing web app against all
vulnerabilities

* Very limited time
* Hard to lock-step with dev team

There are a few advantages we can leverage with
better penetration testing tools:

* Access to server binaries/bytecode

 Access to server-side source code

Breakers
Ethical Hackers
White Hat Pen Testers




Zed Attack Proxy
(ZAP)




Typical penetration testing workflow

Attack Surface

e Authenticate with different user roles

e Endpoint enumeration

— Manually map out the application

— Automated spider/crawler

— Brute force/forced browsing

- i i i . Web Application
Penetration Tester e Vulnerability discovery (passive, active, fuzzing) L
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OWASP Code Pulse

A real-time code coverage visualization tool for
penetration testing activities



€¢

The penetration tester should look at the coverage of the web
application or of its attack surface to know if the tool was
configured correctly or was able to understand the web
application.

Wikipedia, Web application security scanner



Penetration testing challenges addressed by Code Pulse

Did testing reach all parts of the application?

For actions just performed, which parts of the source code were executed?
Which tools are getting better coverage?

Which testers are getting better coverage?

How can | tune testing to get better coverage?

How can | communicate testing coverage?

Coverage gaps Tuning Communication



Code Pulse

Visual
Real-Time

Code Coverage

for Penetration Testing
Activities



Code Pulse

Real-time code coverage visualization tool for
penetration testing activities



Ream

Pentesting Coverage
Information

- Code Pulse Agent

Glass Box Perspective Microsoft

NET

Transparency Feedback Tuning



Penetration Testing Coverage



Coverage scenario

Automated Testing

OWASP ZAP

Test Coverage
Monitoring

Code Pulse



15t Scan, Spider + Active Scan



15t Scan, Spider + Active Scan



15t Scan, Spider + Active Scan



15t Scan, Spider + Active Scan



2"d Scan, Login + Spider + Active Scan



3"d Scan, Manual Browsing + Spider + Active Scan



3"d Scan, Manual Browsing + Spider + Active Scan



15t scan 2"d scan

3rd scan



See overlap between manual and automated testing



Compare tools



Compare testers



Live demonstration






%
}w{ Attack Surface Detector

PROBLEM Current penetration techniques miss parts of attack

GOAL

surface or revert to endpoint brute forcing

Develop an open source solution that provides a complete
picture of the web applications exposed attack surface,
pre-seed existing testing tools for more thorough and
targeted testing



What Attack Surface Detector provides é:?

Abbreviates pen testing efforts by automating the attack surface discovery process
Discovers hidden/unlinked endpoints and optional parameters and data types
Pre-seeds ZAP and Burp Suite with attack surface

Compares different versions of an application to focus testing on new/modified
endpoints



How Attack Surface Detector works

Performs static source code analysis to identify web application endpoints by
parsing routes and identifying parameters in the supported languages and

frameworks

Supported languages and frameworks:

C

NI ASP.NET

Webforms

django



Attack Surface Detector benefits

Minimize attack surface gaps

= Black box testing by penetration testers can miss unlinked
endpoints without extensive endpoint brute forcing

= Mapping the full attack surface allows for testing of any unlinked
endpoints

Parameter detection

= |dentifying optional parameters during a black box test can be
time-consuming and often miss valid parameters that affect the
execution of the software

*" Provides a more thorough list of parameters allowing more
comprehensive and focused testing



Attack Surface Detector benefits

DAST Pre-Seeding
= Manual penetration testing is costly and time-consuming

" Provides common web application DAST tools (e.g. ZAP, Burp
Suite) with endpoints and parameters objectively focusing on the
manual and automated testing tasks

Time reduction
= Reduces the time required to enumerate an application attack
surface

= Compare different versions of an application allowing for focus on
new/modified endpoints



Available today directly in ZAP and Burp via extensions

Zed Attack Proxy
(ZAP)

3 Manage Add-ons
| Instatled | Marketpiace |
Add-ons
Flrler| |
L&.ﬁ_v_l Mame Description Update | @
Beta TreeTools Tools to add functionality to the tree view. 7.00 LT [a
Alpha Access Control Testing Adds a set of tools for testing access control in ... 4.0.0 [:] B
Alpha Active scanner rules (... The alpha quality Active Scanner rules 2200 E]
Alpha AMF Adds support for AMF messages 200 [l
Aftack Surface Detector The Attack Surface Detector anal ppli... ]
Alpha Authentication Statisti.. Records logged infout statistics for all contexts ... 1.0.0 E]
Alpha Browser View Adds an option to render HTML responses like .. 500 | N
Alpha Bug Tracker Bug Tracker extension. 200 [:]
Alpha Call Graph Allows the user to view a call graph of the selec... 4.0.0 E]
Alpha Community Scripts Useful ZAP scripts written by the ZAP community. 8.0.0 | J
Alpha CustomReport Mew HTML report module allows users to cust.. 4.00 [:]
Alpha DOM XS5 Active scan...  DOM X583 Active scanner rule 7.0.0 E]
Alpha Export Report Report Export module that allows users to cust.. 500 |
Alpha Form Handler This Form Handler Add-on allows a userto def.. 1.0.0 [:]
Alpha Groovy Scripting Allows Groowvy to be used for ZAP scripting-te...  2.0.0 E]
Alpha Help - Bosnian Bosnian version of the ZAP help file. 9.00 | :

Install Selected | Moreinfo | Close




Live demonstration



Before Pre-Seeding After Pre-Seeding




Before Pre-Seeding After Pre-Seeding

Target analysis Target analysis
Report generated by Burp Suite at Tue Oct 02 11:49:46 EDT 2018. Report generated by Burp Suite at Tue Oct 02 11:57:49 EDT 2018.
Target Target
* http://localhost: 8085/ # http://localhost: 8085/
Summary Summary
= Number of dynamic URLs: 6 * Number of dynamic URLs: 26
* Number of static URLs: 3 * Number of static URLs: &
= Number of parameters: 21 * Number of parameters: 54
* Number of unique parameter names: 16 = Number of unique parameter names: 30
Dynamic URLs Dynamic URLs
* http://localhost: 8085/ ContosoU/Course * http://localhost:8085/ContosoU/Course
o SelectedDepartment=7 o SelectedDepartment=7
* http://localhost: 8085/ Contosoll/Student * http://localhost:8085/Contosol/Student
o SearchString=246237 o SearchString=246237
o sortOrder=name_desc o currentFilter=debug
# http://localhost:8085/ContosolJ/Student/Create o page=-1

o EnrollmentDate=270252 o searchString=debug




Before Pre-Seeding

Summary

Mumber of dynamic URLs: &

Mumber of static URLs: 3

Mumber of parameters: 21

Mumber of unique parameter names: 16

After Pre-Seeding

Summary
* Mumber of dynamic URLs: 26 +20
* Mumber of static URLs: & +3
* Number of parameters: 54 +33
* Number of unique parameter names: 30 +14







Without Attack Surface Detector

I

With Attack Surface Detector: 29% improvement

I



Target analysis

&« c @ file://

Target analysis

Report generated by Burp Suite at Wed Fe

Target

® https://192.168.43.128/

Summary

* Number of dynamic URLs: 11

* Number of static URLs: 48

* Number of parameters: 19

* Number of unique parameter names: 9

Target analysis
< C @ @ filey//C:

Target analysis

Report generated by Burp Suite at Wed Feb

Target

® hittps://192.168.43.128/

Summary

* Number of dynamic URLs: 110

* Number of static URLs: 51

® Number of parameters: 1871

® Number of unique parameter names: 540

Target analysis

&« 3 @ (@ filey///C:

Target analysis

Report generated by Burp Suite at Wed Feb z

Target

® https://192.168.43.128/

Summary

® Number of dynamic URLs: 126

® Number of static URLs: 101

® Number of parameters: 1978

® Number of unigue parameter names: 569




Attack Surface Detector Command Line Interface (CLI) Z;M{

e
The attack-surface-detector-cli takes in a folder containing code and
outputs the set of endpoints detected within that codebase
Optionally they can be saved to a JSON file
This JSON can then be imported by the Burp and ZAP plugins
E¥ Windows PowerShell — O ped

PS C:\> java attack-surface-detector-cli.jar




Wrap-up

Where to learn more; Q&A



Where to learn more

OWASP Code Pulse:
http://www.code-pulse.com
https://www.owasp.org/index.php/OWASP Code Pulse Project

OWASP Attack Surface Detector:
https://www.owasp.org/index.php/OWASP Attack Surface Detector Project

OWASP ZAP:
https://www.owasp.org/index.php/OWASP Zed Attack Proxy Project

OWASP WebGoat: https://www.owasp.org/index.php/OWASP WebGoat Project

OWASP Dependency Check:
https://www.owasp.org/index.php/OWASP Dependency Check

Contoso University: https://bit.ly/2mPIDDo

Burp Suite: https://portswigger.net/burp



http://www.code-pulse.com/
https://www.owasp.org/index.php/OWASP_Code_Pulse_Project
https://www.owasp.org/index.php/OWASP_Attack_Surface_Detector_Project
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_WebGoat_Project
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://bit.ly/2mPlDDo
https://portswigger.net/burp

Contact information

Ken Prole

CTO, Code Dx
Principal Investigator, Secure Decisions

@KenProle 3

ken.prole@codedx.com
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[ 1S 10.0 Detailed Error - 4040 -1 X +

&< =2 C @ localhost:8085/ContosoU/Course/Edit/1000 w5 G

HTTP Error 404.0 - Not Found

The resource you are looking for has been removed, had its name changed, or is temporarily

unavailable.

@ Code Pulse

Projects ® Contoso University ceatedon 10/8/18 12:18 M

> Code Treemap @

Related Source

File ContosoUniversity/Controllers/CourseController.cs

Most likely causes:

» The directory or file specified does not exist on the Web server.
* The URL contains a typographical error.
s A custom filter or module, such as URLScan, restricts access to the file.

Source public ActionResult Edit(Nullable<Int32>)

Traced Source Locations 7 of 7 (100%)
= Surface Method

Things you can try:

» Review the browser URL.

» Create the content on the Web server.

» Create a tracing rule to track failed requests for this HTTP status code and see which module is calling SetStatus.
For more information about creating a tracing rule for failed requests, click here.

[+4]
=

Detailed Error Information:

Module ManagedPipelineHandler

Notificatio ExecuteRequestHandler
n

Handler System.Web.Mvc.MvcHandl
er

Error Code 0x00000000

Requested
URL

Physical Pat
h

Logon Meth
od

Logon User

http://localhost:8085/ContosoU/Course/Edit/1000
C:\inetpublywwwroot\ContoscU\Course\Edit 1000
Anonymous

Anonymous

More Information:

ain.
View more information »

This error means that the file or directory does not exist on the server. Create the file or directory and try the request ag

182

J

public ActionResult Edit(int? id)
{
System.Diagnostics.Debug.Writeline("Contosol: ActionResult
ContosoUniversity.Controllers.CourseController.Edit (int? id)");

if (id == null)

{
return new HttpStatusCodeResult(HttpStatusCode.BadRequest);
}
Course course = db.Courses.Find(id);
if (course == null)
{

return HttpNotFound();
¥
PopulateDepartmentsDropDownlist(course.DepartmentID);

return View(course);

[HttpPost, ActionName("Edit")]
[ValidateAntiForgeryToken]
public ActionResult EditPost(int? id)
{
System.Diagnostics.Debug.Writeline("Contosol: ActionResult

ContosoUniversity.Controllers.CourseController.EditPost (int? id)");































