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Web Application Pen Testing

White Hats have plenty of disadvantages over their malicious
counterparts

There are a few advantages we can leverage with better
penetration testing tools:

* Access to server binaries/bytecode

e Access to server-side source code



Open Source Tools for White Hats

OWASP Code Pulse — Provides insight

into the real-time code coverage of

black box testing activities by

monitoring the execution of the web application

Attack Surface Detector — Performs static code analysis
of a web application to detect the application endpoints,
parameters, and parameter datatypes, and makes that
data available in Burp Suite and OWASP ZAP



Code Pulse

https://owasp.org/index.php/OWASP_Code_Pulse Project



Code Pulse Need

Coverage gaps — by definition, penetration testing is typically a
purely black box perspective, which makes it almost impossible
to ascertain the attack surface coverage gaps

Test tuning — DAST tools are tricky to configure, due to the
complex variations in the target applications. Manual testers
have challenges tying web requests to the underlying source
code.

Coverage data communication — lack of coverage insight from
the black box perspective makes this currently challenging, and
comparing testing tools and techniques difficult



How Code Pulse Works

Leverages Java and .NET instrumentation libraries to provide
real-time measurement of application method calls

 JVM Code Pulse agent runs in the same JVM as the target
application

 .NET Code Pulse tracer based on OpenCover code coverage
tool

Instruments server bytecode—no changes in source code are
needed

Sends method coverage to Code Pulse client for real-time
visualization



Code Pulse Benefit

Helps web application testers associate the endpoints they
interact with to the underlying classes and methods called in the
application server

Find gaps in the test coverage

Allows comparison and tuning of dynamic testing tools and
techniques

Percentage of code coverage is a useful metric for
communicating testing activity



Code Pulse Screenshot
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Future Code Pulse Plans

Provide line-level code display in Code Pulse

* Will allow more accurate measurement of code coverage
* Will simplify code review

Better integration of attack surface detection

* Display specific endpoints to access methods visualized in
Code Pulse



Attack Surface Detector



Attack Surface Detector Need

Attack surface gaps — black box testing by penetration testers
can miss unlinked endpoints without extensive endpoint brute
forcing

Parameter detection — Identifying optional parameters during a
black box test can be time-consuming and often miss valid
parameters that affect execution of the software

Enumeration effort — Manual penetration testing is costly, and
the available time may not allow for thorough enumeration of an
application’s attack surface
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How the Attack Surface Detector Works

Static code analysis identifies web application endpoints by
parsing routes and identifying parameters in the supported
languages and frameworks

Multiple parsers are needed in order to support different
languages and frameworks

Supported Frameworks:

C# / ASP.NET MVC e Java/JSP
C# / Web Forms * Python / Django
Java / Spring MVC e Ruby / Rails

Java / Struts
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Attack Surface Detector Benefit

Provides a faster and more thorough enumeration of a web
application's attack surface

Detects the endpoints of a web application, the parameters, and
parameter data types, including:

* Unlinked endpoints a spider won’t find in client side code
e Optional parameters never used in the client side code

Imports this data into Burp Suite and OWASP ZAP to use during
assessment
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Pre-seeding in Burp Suite
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Future Attack Surface Detector Plans

Ability to analyze zip files of source code

Attack Surface Difference Generator

* Endpoints and parameters that are new or modified between
two different versions of software will be detected

* This “difference” in attack surface will be imported into Burp
Suite and OWASP ZAPS
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Enough! Just show me already
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Contacts and Source Code

Drew Kirkpatrick
drew.kirkpatrick@owasp.org
twitter.com/hoodoer

info@securedecisions.com



mailto:drew.kirkpatrick@owasp.org
http://twitter.com/hoodoer

Plan B - Backup slides
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l. Burp 5uite Professional ¥1.7.33 - Temporary Project - licensed to Applied Visions, Inc. [single user license]
Burp Intruder Repeater Window Help

jTargetT Proxy I Spider I Scanner I Intruder I Repeater ]’ Sequencer I Decoder I Comparer I Extender FZ

J Site map I Scope ]

Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4xx responses; hiding emp

> http://az416426 vo.msecnd.net Contents
http:/flocalhost
. 1 | URL
2 http:/hawww w3.org http:/flocalhost/ | |

Add to scope /ContosolU/

Spider this host {Contosol/bundles/. .

Actively scan this host /ContosoU/bundles/]...
{Contosol)/bundles/. .

FPassively scan this host

Engagement tools * | /ContosoU/Content/
Compare site maps /Contosol)/Course
Expand branch {Contosol)/Departm

Expand requested items
Nelete host




‘. Burp Suite Professional v1.7.35 - Temporary Project - licensed to Applied Visions, Inc. [single user license]

. Burp Intruder Repeater Window Help

[Target I Proxy ISpider T Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Exter

J Control T Options ]

@ Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target ap

[ Spider is running J [ Clear gueues J

Requests made: 9
Bytes transferred: 246,976
Requests queued: 5

Forms queued: 0

Spider Scope
® Use suite scope [defined in Target tab]

[ ()

(_) Use custom scope







'_. Burp Suite Professional v1.7.33 - Temporary Project - licensed to Applied Visions, Inc. [single user license]
. Burp Intruder Repeater Window Help

J TargetI Proxy I Spider I Scanner I Intruder I Repeater I Seqguencer I Decoder I Comparer I Extender I Froject options I User options T—

J Site map T Scope ]

E Filter: Hiding not found items; hiding C33, image and general binary content; hiding 4:¢ responses; hiding empty folders

E - http://az416426 vo.msecnd._net Contents

|~ [U hitp:ligo.microsoft.com Host | Method | URL | Params | Sta... 4| Length | M
'|» B https://go.microsoft.com

! . http://localhost GET / 200 963 H1
: http://localhost

: Y http:/flocalhost! /Contosol/ 200 3365 H1
|- % Contosol Remove from scone [ContosoU/Content/ 200 867 H1
: &Y : - = {ContosolU/Course 200 26170 HI
|V Content Spider this host /ContosoU/Course J 200 4664  HI
|+ @ Course Actively scan this host /ContasoU/Course/ 200 26171 HI
v I Course Passively scan this host IContosoU/Course/ Y 200 4665  HI
E » T Custom Engagement tools B Search 200 F185 H1
: D Depar[ment I:Drnpare site maps Find comments

E » il Department Expand branch Find scripts

E [ Instructor Expand requested items Find references

E » {5 Student Delete host Discover content

: » [ Student Copy URLs in this host Schedule task

:J » [ bundles Copy links in this host Simulate manual testing F4: xEj; rv:59.0) ?e:
ilg http:/fwww_apache.org Save selected items e maenr sy mppescat ion/ ®ml =0, 59, */ %,
| > http:/fwww w3 org lssues p pa=0.5

: Vi eflate

E ew _ _ -/ Contosol/ Student

; Show new site map window |E-04-03T18:43:10.616Z; ai_session=pebhl/|.
: Site map help

: g ae— InSeCUre—Fequests: 1

: Marhaea—rmrmrF+ Al may—=rr==01




B! Target analyzer | http://localhost/

J Summary ] Dynamic URLs | Static URLs | Parameters

liJ Mumber of dynamic URLs: oo
Mumber of static URLs: b6
Total number of parameters: 273

Mumber of unigque parameter names: 21

Mote: This analysis is based on the current contents of the site map, and no new reques
the query string and request body are included in the analysis. URLs identified as "static
parameters, though their responses may still be dynamically generated.

l Save report J



















B! Burp Suite Professional v1.7.22 - Temporary Project - licensed to Applied Visions, Inc. [single user license] — O
Burp Intruder Repeater Window Help
Target I Proxy I Spider I Scanner I Intruder I Repeater Sequencer I Decoder
Comparer I Extender I Project options I User options I Alerts Attack Surface Detector

Main | Options ]

Atftack Surface Detector Plugin Behavior
Automatically start spider after importing endpoints: ]

Automatically start active scanner after automatic spider

Local Source Code

This setting lets you configure the location of your source code.

Location of source code folder: | C:\Users\Drewk\Documents\Contosol)_SourceCode\C#\ContosoUniversity

Burp Configuration File

This setting lets you configure the location of your Burp configuration file.

Select folder ...

Location of configuration file :

Target Configuration

Host: localhost

Port: 80

Fath (optional): Cnntnan|

Use Https ]

Select file ...




Burp Intruder Repeater Window Help

Selected Endpoint

[ox ]

Target I Proxy Spider I Scanner I Intruder I Repeater Sequencer Decoder ]
Comparer I Extender Project options T User options I Alerts Attack Surface Detector L
J Main T Ciptions ]
la
Source Code Analysis ™
Use Attack Surface Detector to analyze the server side source code to detect endpoints and parameters and import them into Burp.
These results may include URL endpoints and optional parameters a spider may not find.
[ Import Endpoints from Source
I
i Total Endpoints Detected: 37
'I Detected Endpoints | Number of Detected Parameters | GET Method | POST Method |
| | /Course 1 () ] A
[Course/Details/{id} 1 (] ] I\
! | /Course/Create 0 (+/] L] V.
! ICourse/Create 0 L] (]
ICnursefEd?ta’{ld} | 1 Message % ]
[Course/EditPaost/{id} 1 o]
[Course/Delete/{id} 1 ]
[Course/DeleteConfirmed/{id} 1 6 The endpoints were successfully generated from source. ]
/Course/UpdateCourseCredits 0 L] L
/Course/UpdateCourseCredits 1 V] 3




B! Burp Suite Professional v1.7.32 - Temporary Project - licensed to Applied Visions, Inc. [single user license] — O

Burp Intruder Repeater Window Help

Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer

Decoder I Comparer I Extender I Project options I User options I Alerts I Attack Surface Detector

J IMain T Options ]

Source Code Analysis
Use Attack Surface Detector to analyze the server side source code to detect endpoints and parameters and import them into Burp.

These results may include URL endpoints and optional parameters a spider may not find.

Import Endpoints from Source J

Total Endpoints Detected: 37

Tl

Detected Endpoints | Number of Detected Parameters | GET Method | POST Method |
ICourse/Edit/{id} 1 W L K
[Course/EditPost/{id} 1 & U

ICourse/Delete/{id} 1 W) OJ
[Course/DeleteConfirmed/{id} 1 (V] U -
/Course/UpdateCourseCredits 0 ] ]
/Course/UpdateCourseCredits | 1 U ]

/Department 0 (] []
/Department/Details/{id} 1 W) J
/Department/Create 0 & O -
MonadmantifCeanata il 1 [.A1 k|

Selected Endpoint

URL:
[Course/UpdateCourseCredits

Methods:

POST

FParameters and type:
multiplier - Integer




Host Method | URL Params | Status | Length | MIME type | Title Comment Tirr
http:/flocalhost POST  /Contosol)/.. v 500 13358  HTML Value cannot be null. 17| &
http:/flocalhost POST  /Contosol)/... v 302 430 HTML Object moved 1?":'
http:/flocalhost POST  /Contosol/__. v 302 430 HTML Object moved 17:
http:/flocalhost POST  /Contosol)/... v 302 430 HTML Ohbject moved 17:
http:/flocalhost  GET /Contosol/__. 200 3580 HTML Student Body Statis... Generated from source code analy._. 17
http:/flocalhost GET {ContosolU/._. 200 3365 HTML Home Page - Conto__. 17:
http:/flocalhost GET {Contosol/... 200 6366 HTML Create - Contoso Un... Generated from source code analy... 17
http:/flocalhost  GET {Contosol/__. 200 5800 HTML Departments - Cont...  Generated from source code analy._. 17
http:/flocalhost GET [ContosolU/__. 200 3365 HTML Home Page - Conto... Generated from source code analy... 17
http:/flocalhost GET {ContosoU__. v 500 16540  HTML The specified cast fr... Generated from source code analy... 17:
http:/flocalhost  GET {Contosol/__. v 200 4305 HTML Delete - Contoso Un...  Generated from source code analy. . 17
http:/flocalhost GET [ContosolU/._. 200 3506 HTML UpdateCourseCredit... Generated from source code analy... 17
http:/flocalhost  GET {Contosol/__. 200 6265 HTML Create - Contoso Un... Generated from source code analy. .. 17
http:/flocalhost GET [ContosolU/__. v 200 6879 HTML Edit - Contoso Unive... Generated from source code analy... 17
http:/flocalhost GET {ContosoU._. 200 6699 HTML Create - Contoso Un... Generated from source code analy... 17
http:/flocalhost  GET {Contosol/__. v 500 16602  HTML The specified cast fr... Generated from source code analy... 17:
http:/flocalhost GET [ContosolU/__. v 202 438 HTML Object moved Generated from source code analy... 17
http:/flocalhost POST  /Contosol)/__. v 500 12245  HTML The required anti-for...  Generated from source code analy... 1?:9
http:/flocalhost GET [ContosolU/._. v 200 3911 HTML Courses - Contoso ... Generated from source code analy... 17



Contact - Contoso University Ol Target analysis x

<« 3 @ (D) filey///C:;/Users/Drewk/Downloads/SpiderOnly.html

Target analysis

Report generated by Burp Suite at Thu Apr 12 17:18:55 EDT 2018.

Target

B! Target analyzer | http://localhost/
® http://localhost/ 9 yzer | http

J Summary 1 Dynamic URLs | Static URLs | Parameters

Summary

* Number of dynamic URLs: 88 Iil Number of dynamic URLs: 105
* Number of static URLs: 66 - Mumber of static URLs: i3

® Number of parameters: 273 '
e Number of unique parameter names: 21 Total number of parameters: 300

Mumber of unique parameter names: 31

Dynamic URLs
Mote: This analysis is based on the current contents of the site map, :
the guery string and request body are included in the analysis. URLs i
parameters, though their responses may still be dynamically generate

e http://localhost/ContosoU/Content/css
o v=MDbdFKIHBa_ctS5x4He 1lbMVO_RjRg8jpclA
o http://localhost/ContosoU/bundles/modernizr
o v=wBEWDUfH_SMd-Pbioxomt20vmetINZPyy

e http://localhost/ContosolU/bundles/jquery [ Save report J
o v=FVs3ACwWOLIVInrAlSsdzR2)rCOmMVOWFbZ)

e http://localhost/ContosoU/bundles/bootstrap
o v=2Fz3B0iizV2NnnamQFrxz-NbYINTFeBI2GMO

e http://localhost/ContosoU/bundles/jqueryval







Proxy

EJ Target | T

Spider I

Scanner

I IntrL;der I Re

J Site map I Scope ]

L 80 Jg ] s LR Uk L
= | =

Re-enable

Filter: Hiding not found items; hiding C55, image and general binary content; hiding 4xx responses; hiding empty fol

- http://az416426 vo.msecnd._net
> http://go.microsoft.com
» 8] https://go.microsoft.com
http://localhost
[/
v [ 5 Contosol
&Y,
» | Content
» 152 Course
v [ Course
0N
» ©5 Create
» [ Delete
» [ Details
» [ Edit
v {52 UpdateCourseCredits
0 multiplier=-1
» [ Custom
| Department

___________________n_____________________________________

Contents
Host ' Method | URL | Params | Status | L
http://localhost GET {Contosol)/ 200 3
http://localhost/ [Contosol/. . v 200 1
Remove om scope {Contosol)/. .. v 200 g
: : /Contosol/. .. v 200 3
Spider this host /ContosoUf 200 9
Actively scan this host ICnntnanI-" 200 ;
Fassively scan this host ICnntDSDUIm 200 ’
Engagement tools ™ | iContosalli 200 g
Compare site maps IContosol/ 200 1

Expand branch

Expand requested items
Collapse branch

Delete host

Copy UELs in this host
Copy links in this host
Save selected items

g

5.0 (Windows NT 10.0; Wine



























Target analysis

Target analysis
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Target analysis

Report generated by Burp Suite at Wed Fe Ta rgEt anal'YSlS

Report generated by Burp Suite at Wed Feb

Target
s https://192.168.43.128/ Target

Summary e https://192.168.43.128/
* MNumber of dynamic URLs: 11 Summary

¢ Number of static URLs: 48
* Number of parameters: 19
¢ Number of unique parameter names: 9

* Number of dynamic URLs: 110

* Number of static URLs: 51

* Number of parameters: 1871

* Number of unique parameter names: 540

@ filey//C:

Target analysis

&« c o © filey/fjC:

Target analysis

Report generated by Burp Suite at Wed Feb Z

Target

® https://192.168.43.128/

Summary

* Mumber of dynamic URLs: 126

e Number of static URLs: 101

* MNumber of parameters: 1978

* Mumber of uniqgue parameter names: 5569




