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1 About

The purpose of VIAssistto provide cybesecurity analysts with a fulfiunctional visualization

tool that supports analysts in pursuing their goals and objectives. VIAssist is the result of years
of effort working with analysts and performing a cognitive task analysis ofwuwek habits,

needs, and repetitive tasks. Months spent working with analysts in operational environments
led to the creation of not just another visualization tool, but to VIAssastisualization

framework.

I1SION

VIAssist brings numerous commercial visuéiliraetools together in a collaborative interactive
interface. Designed around the analyster, VIAssist integrates these commercial tools under a
multi-monitor interface that is designed to support global situational awareness and incident
handling.

All MAssist components visualize data from the same dataset. As the user manipulates the data
from within VIAssist, changes and highlights are reflected simultaneously in each of the
integrated tools. Supporting this collaborative integration, VIAssist preuild¢a preprocessing

to filter and collate information prior to presentation. The combination of-precessing,

multiple views from differing visual tools, and a fully usentrolled framework make VIAssist a
powerful ally for cybesecurity analysts.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 4
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Accessing, viewing, and analyzing network traffic information is easy with VIAssist and requires
minimal setup. Network devices gather network information from an Intrusion Detection
System (IDS), Intrusion Protection System, Traffic Analyza network sniffing device. This
network traffic information is exported from a Collector's database and imported into the
VIAssist Visualization Database Server. VIAssist can then visualize the data from the database.

-l N | il Network Backbone

IDS or Traffic
Analyzer

) traffic cata

e Bl

——
Visualization
Collector Database Server

v W=

2.1 Client Architecture

The VIAsst client is written in C#, utilizing Microsoft's .NET framework, and mixing in C++
ActiveX controls for some visualizations. Data types, data labels, and data values are
represented by a robust XML data model that VIAssist uses to populate data frora a dat
repository.Fetcheddata is kept in memory to increase the speed of rendering and interacting
with visualizations by reducing database transaction requests. All data in local memory is
shared by the VIAssist components.

VIAssist components are configutepafter an initial integration effort, new components can
be used within the VIAssist framework. Components that have already been integrated can be
used optionally.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 5
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VIAssist uses a workspace model for managing its components. A workspace can be gopulate
with any type and number of components which can be saved together as a workspace. The
workspace can then be reused with existing or new data sources instead of requiring the user
to reconfigure their environment every time they want to analyze data.

SION

2.2 Visual Query Builder

VIAssist's Visual Query Builder is an easy to use, powerful interface used to concentrate the
investigation of data into a subset of the dataset to be viewed in the workspace. Creating
expressions with the Visual Query Builder is sinidahe whereclause of an SQL statement but
does not require any knowledge of SQL.

Making query building quick and easy without having to learn a textual syntax decrease's the
time it takes for an analyst to investigate data.

To learn more about the Visu@uery Builderplease see the "Using the Visual Query Builder"
section

2.3 Smart Aggregator

Massive datasets present a tricky problem when it comes to rendering and interacting with
visualizations. Visualizations need to be high gening and high quality to not impact the time

it takes for an analyst to investigate data. The Smart Aggregator was created to make visualizing
massive datasets more intelligent by aggregating data into smaller datasets containing clusters
of data that hae the same value. Intelligent aggregation of data can greatly reduce the volume
of data while maximizing the relevant information displayed in visualizations.

To learn more about the Smart Aggregatoiease see the "Using the Smadgregator”
section

2.4 Report Designer

Collaboration with other analysts and presenting the results of analysis is an important part of
the investigation process. Gworkers, managers, and managing operations want to see the
results of an analysis investigan. The VIAssist Report Designer fills this role by making it
simple to create visual reports of an analysis. A report is created in a familiafasidenand
supports text annotations, drawings, and other typical presentation options as well asgnakin
easy to include visualizations and components from within VIAssist to show the data.

Reports created with VIAssist's Report Designer can be saved in a VIAssist specific format, or as
a PowerPoint presentation or PDF file for sharing with others.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 6
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The Rport Designer also supports Report Templates, which make it easy to recreate a report
with updated data information.

SION

To learn more about the Report Designglease see the "Using the Report Designer" section

2.5 Limitations

VIAssistd a pseudo reaime network data analyzer. VIAssist is not an intrusion detection
system or a network sniffer. VIAssist displays data that was exported from a database that
contains reatime information from an IDS or Traffic Analyzer.

The display time fdarge datasets grows with the volume of data that is retrieved from a data
source. Display times can be reduced by making use of the Smart Aggregator to aggregate large
datasets into smaller, mommanageablelustered datasets, and by making use of theu¥l

Query Builder to limit the data fetched to a more applicable, precise subset of the data.

To learn more about the Smart Aggregataease see the "Using the Smart Aggregator”
section

To learn more about the Visual Query Bailgblease see the "Using the Visual Query Builder"
section

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 7
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3 User Guide
3.1 Opening Data Sources

VIAssist supports two general forms of data sources: remote and embedded. Remote data
sources are databases hosted on a server. Embeddedsdataes are kept on the local
machine and are created from a data file.

To open a data source, open the File menu and select the Open Data Source option:

File | Data Inset Tools View

“s.  Open data source...

Close data source

Mew workspace Ctrl+MN
Open workspace.. Ctrl+0
Open recent

Sawve workspace Ctrl+5

Save workspace as...

Exit Alt+F4

3.1.10pening Remote (Server) Data Sources

To open a data source from a remote server location, selecStrver hosted database option:

o ™
Open Data Source ﬁ

Data source location:

@ Server hosted database ) File based database
Data source:
SecDec: SecDec - MySQL_MNetflowDemo -

][ Cancel ]

The data source drop down box will populate with all potential data sources that are server
hosted:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 8
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e
Data source location:
@ Server hosted database ) File based database
Data source:
SecDec: SecDec - MySQL_NetflowDemo -

][ Cancel ]

Select the appropriate data source from the drop down box and then press the Select button in
order to log in to the d& source. Different types of databases require different sorts of
credential and option information. The login dialog that is displayed will reflect all required
options to login to a specific type of database. As an example, a MySQL login dialodséooks i
this:

o R

Log In to Data Source: SECDECmiysgl_netflowdemc

Server name:
Port:

Database:

Timeout (seconds). 300

Credentials
lUsemame: |

Password:

[Ehange Data Source ] [ Log In ][ Cancel ]

Other login dialogs will be similar but with different requirements.

3.1.20pening Embedded Data Sources

To use an embedded data source, select the File based database option:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 9
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Data source location:
(7 Server hosted database @ File based database

Data source:
SecDec: SecDec - Firebird_SecDec_Metflow_Demo -

[ Select ” Cancel ]

The data source drop down will populate with potential embedded datacssir

r" s’

Data source location:
(") Server hosted database @ File based database

Data source:
SecDec: SecDec - Firebird_SecDec_Metflow_Demo -

Select the appropriate data source from the drop down box and then press the Select button in
order to create the embedded database or to open an existing embedded database:

r ™y
TR

Databasze: [ v][ Instance Management J

Selected Database Path: B L - ¢

If no database is available from the database drop down, a new embedatatiase needs to
be created through the instance management. Click the Instance Management button to open
the Instance Management dialog:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 10
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Open Cancel

Action: @ Createnew () Copyexisting () Remove existing () Rename existing

Reference database:  \FileBased DB"Fire Starter'Firebird_ArcSight CEF\REFDE_ARCSIGHTCEF.FDE

Mew instance name: |

[Creat& ][ Close ]

Several options exist for instance management. To create a new embedded database, keep the
default Create new opbin selected. A reference database file is needed to import data into the
new embedded database. This file is automatically selected by VIAssist based on the initial data
source that was selected. Simply enter a new instance name and click the create: button

,

Action: @ Createnew () Copyexsting () Remove existing () Rename existing

Reference database: S il

Mew instance name:  SecDec Netflow Demol

Once the new embedded database has been created, it will appear in the database drop down
of the login dialog:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 11
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Database: [SecDecNetFluwDemu v] [ Instance Management ]
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[ Open ][ Cancel ]

Selected Databasze Path:

W, =

&

Select the appropriate database and click on the open button to open and use this data source.
In the future, this database will be availadrom the start until it is deleted.

3.2 Using the Visual Query Builder

VIAssist's Visual Query Builder is an easy to use, powerful interface used to concentrate the
investigation of data into a subset of the dataset to be viewed in the workspace. Creating
expressions with the Visual Query Builder is similar towwhereclause of an SQL statement but
does not require any knowledge of SQL.

Expressions created by the Visual Query Builder can be saved for future use and modification;
expressions along with reked notes are available to all users of the VIAssist client.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 12
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r ™
45 Visual Query Builder (B s

Available data fields / functions Selected data fields / functions 7"
= = Connections
-l Source IP
[#-5) Source Port Criteria 74
1 - - Source Location !
- g Destination IP
(%) Destination Port
--{ Destination Location
- =) Start Time
(=) End Time ¥

¥ Drop fields to fetch or dlick here for defaults

E--EB

B

Drop fields to limit the data fetched

]

--3.14 Duration (seconds)

123 Packets List: Each rectangle represents a value for a field;

width shows the frequency of that value

123 Bytes T
Click to select a value
a6 Protocol
----- ABC TCP Flags
[ Source Hot IP

1--{j Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

- BB

| Click and drag to select a range of values
T T

Saved citeria
ol s R
H My Expressions

The following default criteria will be applied in addition to the above query:

Comments COMNMECTIONS.START_TIME Before (Now - 2 Hour(g))
Type comments for saved queries here.,

ik

|1 Use smart aggregation Table view: [None ']

[ Fetch data J [ Set default criteria.. . ] [ Choose workspace... ] [ Close ]

To access the Visual Query Builder, figtn a data sourgeand then open Data menu and
select the Fetch Data option:

Data | Inset  Tools View  Window

Fetch data... Ctrl+T
Refresh Fa

§ o6

View fetched data

View aggregation report

Configure aggregation ranking

3.2.1Selecting Data

The Visual Query Builder comaia list of all available data fields that can be used for building
gueries. Entries can be expanded to provide further granularity if applicable.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 13
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—

Available data fields / functions Selected data fields [ functions %

- Connect ) )
E.&n:ou::w ¥ Drop fields to fetch or click here for defaults

~ Source Location
i Destination 1P
--\l¢) Destination Port
- Destination Location
(5 Start Time

(9 End Time ¥  Drop fields to limit the data fetched
-+3.14 Duration (seconds)
123 Packets

o) BRI Criteria 7% I

List: Each rectangle represents a value for a field;
width shows the frequency of that value

--123 Bytes
|click to select a value
4B Protocol .
----- ABC TCP Flags
- Source Hot IP

| Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

e O O O e O e O O = O O = O O

&

ol

| Click and drag to select a range of values
Saved diteria |

oy X
H My Expressions

»

1

The following default criteria will be applied in addition to the above query:

Comments CONMECTIONS. START _TIME Before (Now - 2 Hour(s))
Type comments for saved gueries here,

»

1

4

[ Use smart agaregation Table view: [None

[Febch data ] [ Set default criteria... ] [ Choose workspace. .. ] [ Close ]

Default fields can be added by clicking in the Selected data fields / function section when no
fields haveyet been added.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 14
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—

Available data fields / functions Selected data fields [ functions %
=8 Connections

[ g Source IP

-\l Source Port Criteria 24
- Source Location

-{igll Destination IP

-\ Destination Port
- Destination Location
- ) Start Time

() End Time ¥  Drop fields to limit the data fetched
--3.14 Duration (seconds)
123 Packets

¥ Drop fields to fetch or click here for defaults

List: Each rectangle represents a value for a field;
width shows the frequency of that value

123 Bytes
|click to select a value
4B Protocol .
----- ABC TCP Flags

[ Source Hot IP
- {i Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

e O O O e O O O = O O = O OO

| Click and drag to select a range of values

Saved diteria
2. S X
H My Expressions

The following default criteria will be applied in addition to the above query:

Comments CONMECTIONS. START _TIME Before (Now - 2 Hour(s)) P
Type comments for saved gueries here,

[ Use smart agaregation Table view: [None V]

[Febch data ] [ Set default criteria... ] [ Choose workspace. .. ] [ Close ]

Fields can be selected and then dragged with the mouse to the Selected datd fieidsons
section to indicate the data for those fields should be fetched.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 15
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-
43 Visual Query Builder [ El 5o
Available data fields / functions Selected data fields [ functions 7%
=i Connectons ‘ (Source 1P | (Destination IP ) ‘

|
[ Q Source IP

(i) Source Port Criteria ]
--{ Source Location

-

[

[

[

[#--{%*) Destination Port
(- Destination Location
[#--( &) Start Time
[
£
[
£
[

(=) End Time L 4 Drop fields to limit the data fetched
314 Duration (seconds) List: Each rectangle represents a value for a field;
123 Packets width shows the frequency of that value

123 Bytes |ciick to select a value
#BC Protocol =
--ABC TCP Flags

(- Source Hot IP
(- Destination Hot IP

Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

| Glick and drag to select a range of values
Saved diteria i
AmEE X
_U My Expressions

The following default criteria will be applied in addition to the above query:
Comments CONMECTIONS. START _TIME Before (Now - 2 Hour(s)) P

Type comments for saved gueries here,

[ Use smart agaregation Table view: [None V]

[ Fetch data ] [ Set default criteria. .. ] [ Close ]

When the Fetch Data button is pressed, all data related to those fieldeptén the Selected
data fields / functions section will be fetched. The data fetched can be further limited by
criteria. To see more information about limiting dafdease see the "Limiting Data" section

3.2.2Limiting Data

The VisubQuery Builder can be used limit the data that VIAssist fetches by building a query
expression. To begin building an expression, select and drag a field from the Available data
fields / functions to the Criteria section of the Visual Query Buildeer@dttely, simply double
click afield to automatically place it in the Criteria section.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 16
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45 Visual Query Builder

Available data fields / functions Selected data fields [ functions %
=~ {8 Connections nd ‘ [Source IP | [Source Port | ‘
@
—ABC IP/8 Criteria %
Source IP - showing 50 of 37660 7%

o hBC IPJ16 —
A8 IPf24 =
%) Source Port » o
. Source Location @
|

g Destination IP E]

m

[

[

[

[#-\s") Destination Port

[ . Destination Location
() Start Time

[ L‘j End Time

[#]-3.14 Duration (seconds)
[#-123 Packets

123 Bytes

[#--4BC Protocol

----- ABC TCP Flags

i ome -

Saved diteria
SPmbBBEsX

. My Expressions

The following default criteria will be applied in addition to the above query:
Comments CONMECTIONS. START _TIME Before (Now - 2 Hour(s)) P
Type comments for saved gueries here, >

[T Use smart agaregation

iFeDch data ] [ Set default criteria... ] [ Choose workspace. .. ] [ Close ]

Adding a field to the Criteria section creates a filter where specific values of that field can be
specified. To learn more about using filtepgease see the "Using Filter Widgets" section

Multiple fields can be added to the Criteria section to build powerful expressions. For example,
start with the Source IP, Source Port, and Destination Port fields:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 17
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Destination Port

111 %

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEER
(@] Jin: 0 /Max: 65535 (@)

Source Port

1] e

..=.....................................................
(@) Pin: 0/ Max: 65535 3

Source IP - showing 50 of 37660 7%

I LA
@] (@)

To build an expression with the theecriteria fields, use the left mouse button to click and drag
from one of the blue dots next to a filter to another blue dot next to a different filters:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 18
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And

Destination Port XK
H —
H =
H
H
H
=IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
(L) fin: 0/ Max: 65535 (@)

Source Port .
g —
H =
H
H
H
=IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
@ '*1II'|: 0 fMax: 65535 [z]

Source IP - showing 50 of 37660

||I"’

Filters and operators can also be directly connected by using the left mouse button to click and
drag from an operator to a blue dot next to a filter, or vice versa:

Applied Visions, Inc. / Secure Decisions Div.
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Destination Port

i

SEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER
(L) fin: 0/ Max: 65535 (@)

Source Port

1] e

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
@ '*1II'|: 0 fMax: 65535 [z]

Source IP - showing 50 of 37660

||I“’

Two operators are available: And and Or. The And operator is used by default. To use the Or
operator, hover over the operator that needs to be changed and then click. This will switch the
operator from an And to an Or, and vice versa:

< And Or =

Click to toggle between "AND’ and 'OR’ operatars.

Remowve the operator by clicking on the X'

Click and drag to another And/Or operator or field widget handle to group the items together.

' R
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or
(L) fin: 0/ Max: 65535
_Snurce Port .
And E =
(@) pin: 0/ Max: 65535
Source IP - showing 50 of 37660 7 X

I A M-
@]

()

Data can also be limited by Default Criteria. To view more information about Default Criteria,
please see the "Default Criteria” section

3.2.3Default Criteria

The Visual Query Builder maave Default Criteria present. Default Criteria is-geéined, data
limiting criteria that is configured for a specific customer as part of the initial VIAssist
deployment. Default Criteria is automatically included as part of any query created with the
Visual Query Builder.
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- =
¥5 Visual Query Builder lilﬂlg
.

Available data fields / functions Selected data fields / functions 7%

=)-f Connect
ESH;U:,::IP ¥ Drop fields to fetch or click here for defaults

H--%5') Source Port Criteria =
jh Source Location

g Destination IP

[

[

[

[#-{') Destination Port

[+ | Destination Location
(=) Start Time
[
[
[
[
[

H-( 1) End Time &  Drop fields to limit the data fetched

H--3.14 Duration (seconds)

£-123 Packets List: Each rectangle represents a value for a field;

width shows the frequency of that value

1123 Bytes

Click to select a value
H--ABC Protocol -
----- ABC TCP Flags

E]"-- Source Hot IP
D""h Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

| Click and drag to select a range of values
il

Saved criteria

PHEESSX

----- {5l My Expressions

»

1

The following default criteria will be applied in addition to the above query:

Comments CONMECTIONS.START_TIME Before (Mow - 2 Hour(s))
Type comments for saved queries here,

»

1

[] Use smart aggregation Table view: [None 'I

[ Fetch data ] [ Set default criteria. .. ] [ Choose workspace. .. ] [ Close ]

The Default Criteria can be modified through the Default Criteria form which is accessed by
clicking the Set Default Criteria button:
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¥5 Visual Query Builder lilﬂlﬂ

Available data fields / functions Selected data fields / functions 7N

= ' Connections !

-l Source 1P ¥ Drop fields to fetch or click here for defaults

-\ Source Port Criteria =
-{ Source Location

g Destination IP

H

3

E|

H

H--\s') Destination Port
- Destination Location
£ =) Start Time
)
3
H
H
3

() EndTime &  Drop fields to limit the data fetched
3.4 Duration (seconds)
123 Padkets List: Each rectangle represents a value for a field;

123 width shows the frequency of that value
Eytes

|click to select a value
--ABC Protocol
----- ABC TCP Flags
-~ { Source Hot IP

| Destination Hot TP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

O O O Ot OO R O = O O = O

&
(&)

[
[

Saved criteria
2 s R
----- {5l My Expressions

»

1

The following default criteria will be applied in addition to the above query:

Comments CONMECTIONS.START_TIME Before (Mow - 2 Hour(s))

»

1

Type comments for saved queries here.

[] Use smart aggregation Table view: [None 'I

[ Fetch data ] [ Set default criteria. .. ] [ Choose workspace. .. ] [ Close ]

Multiple fields for default criteria may be present and make use of the same And/Or expression
building as the normal criteria section of the Visual Query Builder. In this example, only one
field is used for default criteria:
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I1SION

r — Y
Default Criteria - =RRC T <
Start Time.Moving Timespan ?
) Since
@ Until L
) Since...Until Now

© Duing 2 % Ago (Sep 192011 1:00:00 PM)

[ Save l[ Cancel ]

L A

This example uses a time based default criteria and has options to refine the time span. Select a
time frame option and the set the actual time amount. The graph and time amount settings
relate to the time span option selected:
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I1SION

Default Criteria - = | B |l
Start Time.Moving Timespan 7
' Since
@ Until "y
' Since.. Until Now

O Duing 2[4 [Howr =] Ago (Sep 192011 1:00:00 PM)

[ Save ]I Cancel I

L8 A

The initial expression is set so that data up until two hours ago is fetched. This can easily be
modifiedto fetch data since two hours ago, or aesjfic time frame using the Since . . . Until
option. The analyst has control over what the default criteria should be so that the data fetched
is relevant.

3.2.4Additional Features

The Visual Query Builder offers to additional features: saving queries argithsismart
Aggregator. For more information about using the Smart Aggregalesse see the "Using the
Smart Aggregator” section

3.2.4.1Saving Query Criteria

Any query created with the Visual Query Builder can be saved for reuse adhiiaation later.
Comments can also be added to the query to give more information about what the query
means. Saved queries and their comments are available to all analysts using VIAssist to facilitate
collaboration efforts.

To save, view, or modify ques, use the Saved criteria section of the Visual Query Builder:
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I1SION

-
45 Visual Query Builder L@éj
Available data fields [ functions Selected data fields / functions 7%

= E Connections X i i i i
16 Source P ¥ Drop fields to fetch or click here for defaults
H--\"s) Source Port Criteria r

- Source Location
+--figll Destination IP
#--\3) Destination Port

- J i Destination Location
H--( =) Start Time

H-( 1) End Time ¥  Drop fields to limit the data fetched
#5314 Duration (seconds)
123 Padets List: Each rectangle represents a value for a field;

1193 Byte width shows the frequency of that value
ytes

H.-ABC Protocol gl’(‘K to select a valug
--nBC TCP Flags

- Source Hot 1P
£~ Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

| Click and drag to select a range of values

Saved criteria
DmEESAX
----- H My Expressions

The following default criteria will be applied in addition to the above query:

LoElE CONMECTIONS, START _TIME Before (Now - 2 Hour(s)) -
Type comments for saved queries here.

[ Use smart agaregation Table view: [None V]

[ Fetch data ] [ Set default citeria... ] [ Choose workspace... ] [ Close ]

3.3 Using the Smart Aggregator

VIAssist's Smart Aggregator increases performance for visualizations by aggregating data. The
aggregation of data is based on a Byte Cost per data row, an egtim@dttotal number of
bytes requested by a query. Two pieces of data factor into the Byte Cost:

T The cardinality the unique count of valuesof every field in the query, and
1 The total number of rows the query would return.

The Byte Cost of a query isngpared to a configurable maximum threshold value; if the Byte
Cost is higher than the threshold, a series of steps is taken to aggregate high cardinality
columns.

1. The cardinality ratio of a field is computed, and if the ratio is greater than the
configuralle maximum threshold, aggregation occurs. The cardinality ratio is computed
by dividing the field's cardinality by the row count.

2. An improvement ratio is calculated to determine the level of aggregation needed. The
improvement ratio is calculated by Bytest divided by the Maximum Threshold
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configured, and then a level of aggregation is decided: LOW, MEDIUM, HIGH, or
SINGLE_ROW. The level of aggregation determines the extent of the aggregation that
will be performed on the field.

3. An estimated Byte Cost datmined by the difference between the original Byte Cost
and a new Byte Cost based on the aggregation. The estimated Byte Cost is compared to
the configured maximum threshold to determine if more aggregation is needed. If more
aggregation is needed, nevelils are chosen from a user configurable list of fields and
steptwo is repeated until an acceptable Byte Cost is found.

4. Steps one through three are repeated until a Byte Cost is found that falls below the
configured maximum threshold.

I1SION

3.3.1Configuration

The Srart Aggregator can be enabled on thésual Query Builddorm by checking the Use
Smart Aggregation checkbox. Field rankings must be present for aggregation to take place; an
informational message box will open if no field ranldrage present.

+5 Visual Query Builder l S |
Available data fields ,"funchnns‘ B _Selected data fields / functions 7N
=88 Connections ) ) . ) )
-8 Source P ¥ Drop fields to fetch or click here for defaults
b5y Source Port Criteria 74

£ Source Location
jg Destination IP
H-4%s") Destination Part
j- Destination Location
() Start Time

(5 End Time &  Drop fields to limit the data fetched
¢l--3.14 Duration (seconds) . -
1123 Padkets List: Each rectangle represents a value for a field;

width shows the frequency of that value

7123 Bytes O o catect 3 v
H--45C Protocol el b il
---#BC TCP Flags

k- Source Hot IP
[ Destination Hot IP Histogram: Each bar represents a bin of values for a
field; height shows the frequency of the bin's values

lect a range of values

Saved criteria
o YA .3
_H My Expressions

The following default criteria will be applied in addition to the above query:
Comments CONNECTIONS. START_TIME Before (Mow - 2 Hour(s)) -

Type comments for saved queries here,

|| Use smart aggregation Table view: [None V]

[Fetdndata ][ Set default ariteria. .. ][ Choose workspace. .. ][ Close ]
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Field rankings can be configured by accessing the Aggregation Ranking form. To open the
Aggregation Ranking form, open the Data menu and select the Configure aggregation ranking
option.

I1SION

Data | Inset Tools View  Window
Y3 Fetch data... Ctrl+T
i Refresh F5

‘w View fetched data

View aggregation report

Configure aggregaticn ranking

The Aggregation Ranking windaswised to rank atabase fields and calculations that can be
applied to those fields. The top half of the form is used for ranking the database fields. The
bottom half of the form is used for ranking field calculations.
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Main fact table:

[Cunnecﬁuns - ]

I1SION

Rark fields from most impartant to least important
Connections.Bytes - +
-
Connections. Source Port =
Connections.Source Country Code
Connections. 5tart Time il
Connections.End Time

Connections.Destination IP

Connections.Destination Port
Connectiong. Packets

Rark caloculations from most preferable to least preferable

IPf24
IPf16
IPf8

To rank fields, select a field in the list and t/s&® up and down arrows to reorganize the fields
based on how important they are.

Each field has calculations that can be applied to it. Calculations determine the extend of
aggregation for a database field. For example, Source IP may be truncated tsthsefiond,

or third octet. To rank calculations, select a database field in the top half of the form to display
the calculations that can apply to the field. Then use the up and down arrows to répeghe
available calculations.

3.3.2Aggregation Report

When the Smart Aggregator is used for fetching data, VIAssist will create a report summarizing
relevant information about the aggregation process that was used by the Smart Aggregator.
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There are two ways to view the aggregation report. When VIAssist is dmregating data, a
link to the Aggregation Report is placed in the status bar. Clicking this link will open the report:

(1@ Vissist (viassist-db - secec netfiow/demo) : = i B
File Data Insert Tools View Window Help

~ Xk MBEPORN D aPhad/ B2 E RSO Ca AL O
User: VA Role: ANALYST UNCLASSIFIED

Database Rows: 299,998 | Fetched Rows: 33,535 (grouped) / 299,998 (db) | Highlighted Rows: 33,535 (grouped) /299,998 (db) (Smart Aggregation applied)

v

\

The Aggregation Report can also be accessed from the Data menu and selecting the View
aggregation report option:

Data | Inset  Tools View  Window
Y3 Fetch data... Ctrl+T
;) Refresh F5

}i View fetched data

View aggregation report
Configure aggregation ranking
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= Aggregation Report @M

Smart Aggregation was invoked by the system -

Aggregation dass in use: SecDec. VIA.DataManager .FunctionRankingsAgagregationPalicy
Total passes made: &

Min aggregation threshold value (K-Bytes): 0

Max aggregation threshold value: (K-Bytes) 4095

Pass number: 1

Row count prior to aggregation pass: 299952

Estimated byte cost for a single row prior to aggregaton pass: 132
Estimated total byte cost prior to aggregaton pass: 54591264

Field aggregations during this pass:
Connections.End Time - Connections.End Time.Day of Month
Connections.5tart Time —> Connections. Start Time.Day of Month

Pass number: 2

Row count prior to aggregation pass: 298331

Estimated byte cost for a single row prior to aggregaton pass: 182
Estimated total byte cost prior to aggregaton pass: 54296242

Field aggregations during this pass:
Connections. Destination IP.IP-Address —> Connections.Destination IP.IP/&

Pass number: 3

Row count prior to aggregation pass: 298331

Estimated byte cost for a single row prior to aggregaton pass: 182
Estimated total byte cost prior to aggregaton pass: 54296242

Field aggregations during this pass:
Connections. Destination IP.IP-Address —> Connections.Destination IP.IP/&

Pass number: 4

Row count prior to aggregation pass: 295381

Estimated byte cost for a single row prior to aggregaton pass: 178
Estimated total byte cost prior to aggregaton pass: 52577318

Field aggregations during this pass:
Connections. Source IP.IP-Address --» Connections.Source IP.IP/3

The top portionof the Smart Aggregator Report tells which aggregation class was used, the
total number of times the data was passed through the Smart Aggregator, and the minimum
and maximum aggregation threshold values.
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Smart Aggregation was invoked by the system

I1SION

Aggregation dass in use: SecDec, VIA.DataManager.FunctionRankingsAggregationPolicy
Total passes made: &

Min aggregation threshold value (K-Bytes): 0

Max aggregation threshold value: (K-Bytes) 4096

The remained of the Smart Aggregator Report dstaiformation about each pass that was
taken by the Smart Aggregator. Each section for each pass shows the row count prior to the
aggregation, the estimated byte cost, the total byte cost, and the database field values that
were aggregated.

Pass number: 1

Fow count prior to aggregation pass: 299952

Estimated byte cost for a single row prior to aggregaton pass: 182
Estimated total byte cost prior to aggregaton pass: 54591264

Field aggregations during this pass:
Connections.End Time -3 Connections.End Time.Day of Month
Connections.Start Time —> Connections.Start Time.Day of Month

Pass number: 2

Row count prior to aggregation pass: 298331

Estimated byte cost for a single row prior to aggregaton pass: 182
Estimated total byte cost prior to aggregaton pass: 54296242

Field aggregations during this pass:
Connections.Destination IP.IP-Address -—-=> Connections.Destination IP.IP/3

Pass number: 3

Row count prior to aggregation pass: 298331

Estimated byte cost for a single row prior to aggregaton pass: 182
Estimated total byte cost prior to aggregaton pass: 54296242

Field agagregations during this pass:
Connections.Destination IP.IP-Address --> Connections.Destination IP.IP/3

Pass number: 4

Row count prior to aggregation pass: 295331

Estimated byte cost for a single row prior to aggregaton pass: 178
Estimated total byte cost prior to aggregaton pass: 52577318

Field aggregations during this pass:
Connections. Source IP. IP-Address —> Connections.Source IP.IP/8

3.4 VisualizingData Sources

VIAssist is a robust visualization system that provides distinct visualization tools for analyzing
massive datasets. Visualizations can present either summary or detail information; the choice
of which visualization(s) to use can be tailoreceach task. The combination of visualizations
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chosen give multiple and coordinated views of the data, revealing patterns, trends, anomalies,
and associations within the data that would otherwise be difficult or time consuming to expose.

SION

Many visualizationtilities are available in VIAssist; this variety gives an analyst flexibility to
choose the most appropriate visualization(s) for their task. Visualizations can be easily
configured, as described in thi€onfiguring VIAssist Componensgction. Data elements have
many interactions available for highlighting, filtering, calculations, and other manipulations,
which are described in more detail in thimteracting with Visualizationssection.

The sections that follow show how to get the most out of VIAssist visualizdtjons

Utilizing summary and detail coordinated views;
Focusing on subsets of data;

Visualizing few, low cardinality data elements;
Relying on visualization clusterwds.

HownNnPRE

3.4.1Using Multiple Monitors

VIAssist has a flexible windowing and visualization systemdtsdn analyst maximize the use

of their screen real estate. When multiple monitors are present a mix of summary visualizations
(or views) and detailed informaitn can be spread across the different monitors, keeping all
relevant information ready at a glance. Similarly, both summary and detail visualizations can be
docked directly in the VIAssist workspace when only a single monitor is present.

A multkrmonitor agproach to presenting information allows easy consumption of

summarization data in conjunction with evespecific details. This approach of summary and
details creates a simple process for detecting extreme data points or other outliers that may be
associged with a critical asset while providing the capability to do much deeper analysis.

3.4.1.1Example: Dashboard

A VIAssist Dashboard can quickly summarize connection data by using the Dashboard's Top 10
Lists functionality. When appropriate connection related diatavailable, the Dashboard will
automatically display information related to the Top 10 matches that have the largest number

of transaction or connection records in the data repository.

Insert a Dashboard into the VIAssist workspace by selecting théoBeghoption from the
Insert menu.
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Insert | Tools  Wiew  Window

1-D Visualizations 3
2-D Visualizations »

Multi-0 Visualizations 3

Ternporal 3
Geographic Charts 3
Spreadsheet 3

Top(M) Charts 3

# Dashboard
@»  Browser

The default Dashboard will appear in its own floating window that can be positioned anywhere
on any monitor or docked in the main application. A basic usage is to position the Dashboard on
a free monitor so that the imrmation displayed will remain visible while doing other analysis

within the main VIAssist application. Once data has He&hed, the Dashboard displays will

update with relevant information.

Dashboard

=

L& Add Component View Options

Top 10 Bar Chart: Count per Source [P.IP-Address

2 x

Organizational Ho.. # %

14,000

[= Properties

12,000
10,000
8,000
6,000
4,000
2,000

ShF R O00C0h

Organizational
Hot IP List

J

Personal
Hot IP List

Top 10 Bar Chart Court per Source PJP-Address | Top 10 Herizontal .

Top 10 Bar Chart: Count per Destination [P IP-Address.

B x

[:=| Properties

80,000
40,000
0

Top 10 Bar Chart: Count per Destination IP IP-Address. j Top 10 Horizontal ...

Top 10 Bar Chart: Count per Start Time

R x

[iZ] Properties

1,200

o ™ I ™

5/2/2010 5/2/2010 5/2/2010 5/2/2010 5/2/2010 5/2/2010 5/2/2010 5/2/2010 5/2/2010

12:00:23 | 12:00:24 | 12:00:25 | 12:00:26 | 12:00:27 | 12:00:28 | 12:00:29 | 12:12:19 | 12:13:10 |
AM AM AM AM AM AM AM AM AM

5/2/2010
12:23:57
AM

1.15.105.251 -
1.15.212.91 |
1.16.226.88
1.22.73.212

1.77.200.63
1.85.177.111
1.87.95.12
1.88.138.54
1.97.111,125
1.100.22.14
1,103,55.148
1,113.18.184
1113164131
1,115.224.206
1.118.27.104
1.125.1.148

.

1,170,145,142
1.172.148.61
1,186,156,39
1.187.159.176
1,190.33.23
1,197.51.20
1,208.142.218
1.211.98.87
1.211.99.68
1.211.169.11
1.214.76.44
1.216.85.122
1.218.97.22 L
1.221.74.28

1.222.82.84
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3.4.1.2Example: Data Sheet

VIAsist has many visualization tools to choose from; each can operate in its own floating
window or docked to the main application. In this example, a Data Sheet will be used to display
detailed information in its own window for use on a separate monitor.

Insert a Data Sheet into the VIAssmbrkspace by selecting the Data Sheet option from the
Spreadsheet sumenu in the Insert menu.

Insert | Tools  View  Window  Help
1-D Visualizations N | {.;I bt aa ~

2-D Visualizations 3

Multi-D Visualizations  »
Ternporal 3
Geographic Charts 3
Graphs 3
| Spreadsheet v
Top(M) Charts 3

# Dashboard
@»  Browser

Selecting the Data Sheet will prompt for more information about what data should be
displayed. Press the "Choose . . ." butto select which fields of information should be
displayed.
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Data | Properties

Select any number of fields in a single table.

|Ehoose.. |

Remowve

This will open a form for choosing the fields that should be displayed in the Data Sheet.
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Choose field(s) by selecting from the list below.

DIVISION

7 Remove w O

Selected Fields

EIE- Connections, -

JE. Destinafion Locaiion
(O start Tme

D@ End Time

["l3.14 Duration (seconds)

[TN23 Bytes
[Tlasc Protocol
{["lagc TCP Flags
[TN23 cluster Count b

E:I---E- Source Hot IP =
-

Default type not valid for this field. Choose a calculation by hitting the '+ sign.

This example will use the Source IP, Source Port, Destination IP, Destination Port, Start Time,
andEnd Time fields as the data driving the Data Sheet. Selecting these fields will populate the
"Choose Fields" form:
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Choose field(s) by selecting from the list below.

>< Remove @ @

EIE. Connections

----- @ Source Port

EEI-"E- Source Location
..... Destination IF
..... @ Destination Port

----- 0 B

..... [l3.14 Duration (seconds)
----- [TN23 Packets

..... 5123 Bytes

----- [Tase Protocol

..... [Tlasc TCP Flags

----- 7123 cCluster Count

Eg---{:- Source Hot IP
-

m

Selected Fields

Connections. Source IP. IP-Address
Connections.Source Port
Connections.Destination IP.IP-Address
Connections.Destination Port
Connections. 5tart Time
Connections.End Time

Connections, Destination IP. IP-Address

Accepting these configuration steps for the Data Sheet will open a new Data Sheet view. This

view can be arranged like all other windowtscan be docked, it can be floating, or it can be

placed on a separate monitor.
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Data Sheet: Source IP.IP-Address, Destination [P.IP-Address, Source Port, Destination Port, Start Time, End Time, Duration (seconds) @

I1SION

|:=| Properties
Source_IP.IP-Address |Destinat\on71P.lP—A..‘ Source_Port Destination_Port Start_Time Endjime| Durat\onf(secondsﬂ%

F=N

3.4.1.3View Coordination

Using multiple monitors to display summary and detail information is a very powerful way to
look at data. With the amount of data displayed across mamnysi& could be easy to become
lost in the data. VIAssist implements many features to make interacting with all views and
visualizations easier, which becomes even more important as more monitors are utilized.
Please see th&nteracting with VisualizationSection for more information on how VIAssist
makes using views easier, especially tHeihlighting DataSection which helps coordinate
multi-view information.

3.4.2How to Detect and Verify Anomalies

Anomalous dta is usually difficult to identify because anomalies are outliers that deviate from
regular patterns. This situation is exacerbated by having to pick the correct resolution of data
for a visualization: displaying a large number of data elements may edtiecresolution of the
visualization making it hard to find an anomaly, while displaying too few number of data
elements may eliminate the anomalous data from inspection all together. A useful method to
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uncover anomalies is to use VIAssist to visualg@mall number of low cardinality data
elements.

I1SION

This process is explained imetport scanning example below.
3.4.2.1Example: Port Scanning
A Dashboard and a Scatter Plot are created using data that contains Source IPs and Destination

Ports. The Dashboard is autatically populated with Top 10 information; the Scatter Plot is
configured to use the Source IP as HaxX¥s and Destination Port as itsXis.

Dashboard @

Add Component  View  Options

Top 10 Bar Chart: Count per Source [P.IP-Address 3 % | Personal HotIPs %

y o I

% N

=] Propert
(=] Properties Personal

Hot IP List

—

5.105.251 -

1
.15,212.91
1

-
fir)
)
T
=
[r)

m

Ao hhi R

Top 10 Bar Chart: Count per Destination IP.IP-Address x

|:=| Properties .85.177.111

.97.111.125

.113.18.194
.113.164.131
& N 116,224,206
N ~ - ~ 1.119.27.104
1.129.1.148
1.133.164,141
1.133.213.197
1.137.45.183
1.148.137.80 2

1
1
1
1
1
1
1
1
1
1
1
1
1
Top 10 Bar Chart: Count per Source IP.IP-Address | Top 10 Horizontal ... }-52-40- 133
1
1
1
1
1
1
1
1
1
1
1

Top 10 Bar Chart: Count per Destination IP.IP-Address | Top 10 Herizontal ...
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Scatter Plot Destination Port per Sowee PIP-Adovess =)

E Properties
66000 A
[=1

59400

52800

46200

39600

33000

26400

19800

13200

6600

0
1.100.22.14 131.62.43.6 153.7.81.63 177.66.87.8 2.4.84.17 212.4.4.56 24.125.12.9 25.9.2.80 46.18.7.49 64.31.0.0 82.35.32.8 4

AJ
«la| [af»[n

It quickly becomes evident that there is a lot of data to be consumed. The Scatter Plot has so
much data hat it may be difficult to notice potential anomalies. Vertical bands of points form in
many places, which could indicate port scans. The Dashboard's display of the Top 10 Source IPs
will serve as a useful starting point to gain more detailed imfation.

Selecting one of the Top 10 Source IPs highlights it in the Scatter Plot:

Dashboard =
Ll Add Component  View  Options
2= | Top 10 Bar Chart: Count per Source IP.IP-Address 3 ¥ || Personal Hot IPs x
> = -
e |i=| Properties Personal
= 12,000 Hot IP List
@
8,000 1,15.105.251 -
o 4,000 ’_‘ ; | 1,15.212,91 w
| [ [— T 11 1 1.16.225.83
™ 0 T - 1.22.73.212
- & S & N \ A2 N o O 1.27.254.222
- &2 o n o 3 o > B N P 1.31.50.212
22 K] o> \/,\‘z o R S D L v ’l/':j 1.34.157.108
@ A o @ B e NG P g B 4 1,41.129.148
Py o e S AV o oY & & oV TRy 3
¢ S o & R K WX ~ 2 7 el 1.46.10.54
o v A 1.48.217.21
@ 1.52.76.11
o2 1.61.69.42
. - = 1.62.40.133
Top 10 Bar Chart: Count per Scurce IP.IP-Address lTop 10 Horizontal ... o4 155,178
. P N 1.70.188,147
Top 10 Bar Chart: Count per Destination IP.IP-Address o 177 200,60 |
[:=| Properties ||1.85.177.111
(i=] Prop 1.87.95.12
60,000 == 1.88.138.54
0 | 1.97.111.125
: 1,100.22,14

Top 10 Bar Chart: Count per Destination IP.IP-Address lTup 10 Horizontal ...

1.148.137.80
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I_:_:-[Properties

66000 A

el
59400
52800 4
46200
39600 4
33000 A
26400
19800 -
13200
6600
04

1.100.22.14 131.62.43.6 153.7.81.63 177.66.87.8 2.4.84.17 212.4.4.56 24.125.12.9 25.9.2.80 46.18.7.49 64.31.0.0 82.35.32.8 al

v

<l [ #|

The vertical band highlighted in the Scatter Plot is a clear indication of a port scan, with almost
every port available being touched. More information about this series oftsvergathered by
viewing the Data Details. Viewing the Data Details is available from both the Dashboard and the
Scatter Plot. Rightlicking in either the Scatter Plot or on a bar in one of the Dashbaavds

will open a context menu.

View the Data Deiés by selecting the "Show Data Details" option in the "Source IRr&rtu.

Select 3

| SourcelP (16.241.48200) » | Show Data Details
Destination Port (62915) ] Drill-In

Show Unselected Add as Display Filter
Highlighted Size Y Add as Highlight Filter
Trend Y Copy to Clipboard
X Scale Y Annotate
¥ Scale » Add To Personal HotIP List
Jitter
Unjitter
Larger Points
Srnaller Points
Properties
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The Data Details view can display any relevant data based on chosen fields. When the Data
Details view opens, it first prompts for the fields of data that are to be displayed.

- ™
Data Details Configuration ﬁ

Choose the columns to display

I1SION

o
2

©©

[ oK ] [ Cancel

L A

Selecting the "choose fields" button opens the Field Chooser form. For this example, the Bytes,
Source IP, Source Port, Destination IP, Destination Port, Source Country, and Start Time fields
are chosen for data:
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i ™
/) Choose Field 1 s s EEER—C

Choose field(s) by selecting from the list below. Darkened
fields are currently available. Light grey fields are not
currently available and require a data refresh in order to

X Remove W s

view their data. Selected Fields
Connections.Bytes
EIE‘ Lonnecians “ || connections.Source IP.IP-Address
D]23 D Connections. Source Port
Source IP Connections.Destination IP.IP-Address
D] 23 User ID Connections. Destination Port

Connections. Source Country.Lower
Connections.Start Time

: @ Source Port

E- Source Locabion

[ 7]aBC Source Country

---DHBQ Source Country Code
---D.ﬁBC Source Region Name
---DHBQ Source Region Code
---DS.M Source Latitude

---D-S.H Source Longitude

---DS.M Source Country Avg Latitude
---D-S.H Source Country Avg Longitude
EEI--- Destination IP

EEI---@ Destination Port il l e | b

m

5

Connections. Source Country.Lower

Accepting this configuration will poputathe Data Details view:
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rt‘l:a Data Details . v |. = -ﬁ-r
Viewing details for: Source IP_IP-Address = 16.241.48.200 Show: Row ID
@ Cluster Count Iml
Bytes ISIE.L;rPc—eAddress Source Port EPE.?ET:ggrness E:rsfnﬁﬁon gztrnc;y.mwer Start Time Cluster Count
129 16.241.43.200 53 160.97.95.113 40141 italy 5/2{2010 12:22:41 AM 1
129 16.241.43.200 53 160.97.95.113 40159 italy 5/2{2010 12:22:43 AM 1
129 16.241.43.200 53 160.97.95.113 40161 italy 5/2/2010 12:22:43 AM 1
129 16.241.43.200 53 160.97.95.113 40213 italy 5/2{2010 12:22:46 AM 1
129 16.241.43.200 53 160.97.95.113 40238 italy 5/2{2010 12:22:47 AM 1
129 16.241,48.200 |53 160.97.95.113  |40248 italy 5/2/2010 12:22:48 AM |1
129 16.241.43.200 53 160.97.95.113 40632 italy 5/2{2010 12:23:05 AM 1
129 16.241.43.200 53 160.97.95.113 41005 italy 522010 12:23:19 AM 1
129 16.241.43.200 53 160.97.95.113 41128 italy 5/2/2010 12:23:26 AM 1
129 16.241.43.200 53 160.97.95.113 41134 italy 522010 12:23:26 AM 1
129 16.241.43.200 53 160.97.95.113 41135 italy 5/2/2010 12:23:26 AM 1
129 16.241.43.200 53 160.97.95.113 41144 italy 522010 12:23:27 AM 1
129 16.241.43.200 53 160.97.95.113 41156 italy 522010 12:23:28 AM 1
129 16.241,48.200 |53 160.97.95.113  |41198 italy 5/2/2010 12:23:30 AM |1
129 16.241.43.200 53 160.97.95.113 41203 italy 5/2/2010 12:23:30 AM 1
129 16.241.43.200 53 160.97.95.113 41215 italy 522010 12:23:31 AM 1
100 i 044 AD 00 | =] AN OT AL 442 | A4DCT b= CI0MAn 479,792, 20 ARA i
Find: - =
Export to CSV ~ Rows: 1929
=

The Data Details view reveals that the port scans took place on 05/02/2010 between 12:00 a.m.
and 12:30 a.m. The scan originated from Source Port 53, and maybe more interesting, the scan
originated in Italy.

3.4.3Viewing Temporal Dat

VIAssist components can be easily configured to visualize temporal data. Time based data is
both simple and powerful, providing information that can be used to detect or predict attacks
to a network.

Many visualizations within VIAssist easily supportgenal data. The Bar Chart is one of many
that providedirect viewing within VIAssist.

The Port Scanning example in théow to Detect and Verify Anomalieséction showed how
to find information about a port scan using the Dashizbas a starting place. Another method
of detecting unwanted network activity is to use simple temporal dat&8ar Chart that plots
the XAxis as Start Time andAXis as Bytes reveals a very suspicious, excessive number of
bytes:
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Bar Chart BytesperStanTime T T e

|__:_| Properties

I1SION

250000000

200000000

150000000

100000000

50000000

A large spike occursxd5/02/2010. This information corresponds to the port scan that
occurred at the same time in the example scenario. The Bar Chart reveals several other large
spikes, each potentially needing investigation.

3.5 Interacting with Visualizations

VIAssist visualiian components support a number of interactions between each other and
with the user. Control over visualizations is supported through context menus, filtering and
highlighting, data fetching, and through direct selection of data points. The followirnigisec
detail how to:

Filter data;

Highlight data;

How to use the collaboration tools;

What tools are available through context menus;
How to use the Data Sheet; and

How to arrange views.

oghkwnE

3.5.1Using Filter Widgets

The operation of each type of filter is very #an, with only a couple of differences. The filter
views are interactive, so mousing over items, clicking, ctrl+clicking, shift+clicking, ctrl+dragging,
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and shift+dragging are all supported operations for selecting the filter criteria. The Linear Map

filter supports deselection of individual items by ctrl+clicking an already selected item; the

Histogram filter does not support this operation.

A Linear Map filter cannot always display all available data at once. If there is too much
information to displayn the normal Linear Map area, an arrow item will be available on the

right hand side of the Linear Map:

Source IP.IP-Address - showing 50 of 37660 -l

W i

4

Clicking this item will open an expanded version of the Linear Map where all items are made

available for selection:

Source IP.IP-Address
11383 -
5210

148 -
&0
20 -
45

i 11000 0 A A A AR A TR TR CA A TN TADDRTA TR TAY TR A A~
@] (@)
o< J[ conce

The Histogram filter does notle this functionality as a Histogram, by definition, can display

all of its backing data.
All filter widgets contain a set of common functionality.
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A filter's criteria can be inverted:

Source IP.IP-Address - showing 50 of 37660

 —

or cleared:

)
EH)
b

1

Source IP.IP-Address - showing 50 of 37660

-IIIIIIII»H;
I

When a filter has active criteria, the textual versifithat criteria can be seen below the
visualization:

"'\J

Source IP. IP-Address - showing 50 of 37660 (1331 % -

W —

Ilﬁ 241,483,200, 210.175.195.68

This textual criteria can be manually edited if the exact filter criteria is already known. This can
sometimes save time if there are too many items to visually look through.

The scale used for thdtér views can be toggled between a linear scale and a logarithmic scale.

Source IP. IP-Address - showing 50 of 37660 (1331 %

»w—

E] IlE 241,483,200, 210.175.195.68

Toggling this option results in:

Source IP. IP-Address - showing 50 of 37660 (1331 %

»_

E] IlE 241,483,200, 210.175.195.68
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Similarly, the sorting of the items in the view can be toggled between frequency sorting and
alphabetic sorting.

Source IP. IP-Address - showing 50 of 37660 (1331 %

|16 241,48, 200, 210,175.195.68

Toggling this option resulis:

Source IP. IP-Address - showing 50 of 37660 (1331 % 4

>>E

|1E 241,485,200, 210.175.195.68

3.5.2Filtering Data

It is often necessary to look at only a subset of data. VIAssist supports two methods of filtering
data to a particular subset. The first way of filtering data is by usingMtseial Query Builder,"
which isdetailed in its own section. The second way of filtering data is by using VIAssist's
Display Filters. Display Filtexdl be available once a data source has been loaded. By default, a
Display Filters panel will appear on the right side of the window:

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 49



APPLIED.
VISIONS

SecureDeciSions E

'® VIAssist {viassist-db - secdec_netﬂow;den\o) - AN M
File Data Inset Tools View Window Help
=k MEEDORSS D aDlbaad il E X RSO el AL O
User: VIA Role: ANALYST U N C LASS I F I ED
Advanced filters
[ B
Source IP.IP/8 - showing 50 of 213 724 -
» =
Be
I &
Source Country.Lower - showing 50 of 136 ?2A
» =3
Bre
O] |
Highlight Filter ofx
Advanced filters
Destination Longitude 72 "
(@) pin: -122.3341 / Max: 140.6333 23
Source Country Avg Latitude ?A
5 TP LT TP LLPTY TS =
(@) Pin: 50 /Max: 64 (@) il
Database Rows: 299,998 | Fetched Rows: 33,535 (grouped) / 299,998 (db) | Highlighted Rows: 33,535 (grouped) /299,998 (db) (Smart Aggregation applied)

The Display Filters panel contains a scrollable list of individual filters; each filter corresponds to
a particular field that was selected when loading the data source. There are two types of
Display Filters: the Linear Map and the Histogram. The tyfi#efthat is chosen for a field
depends on the type of that field. If the field is numeric data, a Histogram filter will be created;
otherwise, a Linear Map filter will be chosen.

These filters are fully interactive. Individual elements within the view lze selected with
typical mouse operations, including single select through mouse clicks andseleltt through
mouse drags.

Filters are applied as a group after all filter criteria has been selected. As an example, a Parabox

view is created that dispys Source IP, Source Port, Destination IP, and Destination Port. The
data is not yet filtered and creates a very cluttered view:
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Parabox: Source IPIP-Address, Source Port, Destination [PIP-Address, Destination Port =)
Properties

A| Diestination_[F [P-Address __| A|

1.100.22.14 SO il
111.255.84.27 191255118, 157

Source_IP.IP-Address __| Source_Port Destination_Port

132,247 213,136 1SN 2B s 2
144,165,133, 114 185,221, 145.402

151,27 72,203 185.221.29. 175
161,231,210, 195 AlEEk 202,42 20

172,227 26,246 128,202 A7, 158
154.14.225. 227 1441515824

195.81.84.12- TGRS A2 B
20,234,166, 134 o ileenilzSnillsailse
206,234,118, 124 ASE S EEHI

216.114.225.7 1 188.175.58.251
22618677 87 dlpEniEEnillee

24.71.121.12% 178, 155,208, 158
246.213.119.250- 178.155.7587
250,124,212, 26+ il iR

26.94.143. 28 174, 15854, 178
46.171.140.151- 7SS S

56.65.193.228 7SS B AN

£4.213.73.10 112, 170, 115,402
75.132.30.203 HFE S ST

82,203.229,128 £hé=, 78

Filter criteria can be established to greatly reduce the visual clutter of this view. Setting a filter
onthe Source IPar{d2 dzZNOS t 2NIlia yR GKSy ! LI eAay3 (Kz2as$s

(oot ]

Advanced filters

[ v
Source IP.IP-Address - showing 50 of 37660 (13317 ~ *

[

i

|1E.241.48.2[]U, 210.175.195.63 E]

Source Port (130914 matches)

3
b

p-15%9 . .

X NBadZ &4 Ay I YdOK Y2NB dzal o6ft8 LINBaSyillidrzy
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Parabox: Source IPIP-Address, Source Port, Destination [P.IP-Address, Destination Port
E Properties
Source_IP.IP-Address __l Source_Port Al Destination_IP, IP-Address __l Destination_Port i

54

248.5,109, 176,

3.5.3Highlighting Data

Different views can give different insight into the data being analyzed, and sometimes it is
necessary to find the same data elememicross the different views. Doing this manually can

be an arduous process, so VIAssist makes finding the same data elements in different views as
easy as possible. VIAssist can highlight the same data element across all views.

There are two main ways taighlight data in multiple views. The first is by specifying
HighlightFilters in the Highlight Filter pane.
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File Data Inset Tools View Window Help
~kmERDONS O aRad W2 E RSO e IO
A D
Advanced filters
Source IP.IP/8 - showing 50 of 213
-.llllm "
|
Source Country.Lower - showing 50 of 136 7A
»=
“ fine
|
. Mn 122, 3341/Max 1406333 | (&)
Source Country Avg Latitude = ?2A
5 & croererrreee e e 3
(@) Pin: 50 /Max: 64
| ~
Database Rows: 299,998 | Fetched Rows: 33,535 (grouped) / 299,998 (db) | Highlighted Rows: 33,535 (grouped) /299,998 (db) (Smart Aggregation applied) :

The use of the Highlight Filter pane to highlight data is virtually identical to the use of the
Display Filter pane to filter data. The differenis that filtering data effects what data is
displayed in visualizations. Highlighting data does not remove any- dgtest makes it easier

to spot interesting data within otherwise busy views. To learn more about using filter widgets,
please see the "Using Filter Widgets" section

Another way of highlighting data across views is by interacting with data in any single view. To
main highlight functionality are present when interacting with a view: selecting and hovering.

Selectng data elements in one view will also select, and highlight, them in all other views. In

this example, the data element for Source IP 92.226.88.120 has been selected in the Bar Chart,
colored orange. The Data Sheet subsequently updates with selectiotitefeame Source IP,

also colored orange.
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Some views support displaying information when a data element is hovered over, such as
displaying a tooltip. When an item is hovered over in one view, the hover displays for that same
item in different views ardriggered. Using the same example, hovering over a Source IP in the
Data Sheet triggers the hover display in the Bar Chart:

I1SION
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3.5.4Collaboration Tools

I1SION

VIAssist supports the collaboration of multiple analysts through three primary means:

1. Personal and Organizatial Hot IP Lists;
2. EDiary journal entries; and
3. Annotations on specific field and data elements.

Each collaboration tool within VIAssist targets a specific use. Hot IPs are used to bring quick
awareness to the data about known critical network resourcesuspected attackers. Journal
entries allow users to keep track of their analysis process and share with others when it is
beneficial to do so. Annotations give analysts fine grained power of documenting fields and
specific data that warranted attention.

3.5.4.1Hat IP Lists

Hot IPs provide a quick and convenient way to keep track of critical network assets or
suspected attackers. Critical network assetdRsplaced into the Organizational Hot IP list. IPs
discovered to belong to potential attackers are placednranalyst'sPersonal Hot IP list. Hot IP
lists are shared across all analysts. When one analyst adds a Personal Hot IP of a suspected
attacker, all analysts will be able to see that Hot IP if it is present in the data. Likewise, an IP
belonging to an Orgazational Hot IP will be seen if the IP is present in the data.

Organization Hot IPs are manually added to the database. Organizational Hot IPs are generally
static.

Personal Hot IPs, on the other hand, are the result of analysis work and may changd béen
Personal Hot IP list can be modified in several ways.

To add a new Hot IP from a visualization, rglitk the visualization to open the context menu.
Select the related field menu and select the Add To Personal HotlP List option.
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Show Unselected

Allow Zoom

(<<

Select I
| Source IP (25.252.14.247) Show Data Details
Horizontal Drill-In

Add as Display Filter
Add as Highlight Filter

Primary Order Copy to Clipboard

Secondary Order Annotate

Label Mode » Add To Personal HotlP List

Size Made 3 !_-__=—_._—
s 2 : o

Properties e A ‘

To add a new HAP at any time, open the Tools menu and seteetAdd Personal Hot IP
option.

Tools | View Window  Help

E Report designer  Ctrl+R

Add personal hot IP..
Personal hot IP manager

IP converter utility

4 E-Diary Ctrl+E
Data management 3
4  Options F4

The Personal Hot IP Manager can also be used to add a Personal Hot IP. Access the Personal Hot
IP Manager by opening the tools menu and selecting the Personal Hot IP Map#ger

Tools | View Window  Help

E Report designer  Ctrl+R

Add personal hot IP..
Personal hot IP manager

IP converter utility

4 E-Diary Ctrl+E
Data management 3
4  Options F4
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The Personal Hot IP Manager will open and show all existing Personal Hot IPs and provide
options for adding, removing, and modifying Hot IPs. Press the Add button to add a new
Personal Hot IP:

r '

Range: 34.191.73.194
Motes: This is hot

Range: 1,133.164.141
Motes: Test

Range: 1.1.1.3-1.1. 1.4
Motes: These are hot (3-=4)

Range: 1.1.1.1-2.2.2.2
Motes: test

Range: 1.1.1.1-1.1.1.2
Motes: THese are hot from 1-=2 plus this

[ Add ][Remu‘ue ][ Edit ]

[ OK H Cancel ]

L A

These three methods of adding a new Personal Hatillpen the Hot IP form. The first
method used within a visualization we automatically populate the from and to ranges for the
Hot IP, although that range can still be modified if desired. The other two methods simply
opena blankHot IP form.
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From:

To:

Motes

| oK | | Cancel |

L o

The HotiP range starts at some IP and ends at some other IP. For example, 1.1.1.1t0 2.2.2.2
describes a valid IP range. Setting the from and to range to the same IP will simply make a Hot
IP with a range of that single IP address.

Notes can optionally be added describe why this IP is considered a Hot IP. This is useful when
collaborating with other analysts who may not have beeegent at the time of discovery.

The Personal Hot IP Manager provides easy access to the Personal Hot IPs that a particular user
has created. Adding a new Personal Hot IP using the Personal Hot IP Manager was already
shown. Existing Personal Hot IPs can also be removed or modified using the Personal Hot IP
Manager.
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i Personal Hot IP Manag‘ ﬁ-\

Range: 34.191.73.194
Motes: This is hot

Range: 1.133.164.141
Motes: Test

Range: 1.1.1.3-1.1.1.4
Motes: These are hot (3-=4)

Range: 1.1.1.1-2.2. 2.2
Motes: test

Range: 1.1.1.1-1.1.1.2
Motes: THese are hot from 1-=2 plus this

I1SION

[ Add ][R.emmfe][ Edit ]

[ oK ] [ Cancel ]

e, A

Care should be given to removing or editing existing Hot IPs iladbamtive environment.
Others may have found them useful in their own analysis but have not yet added them to their
own Personal Hot IPs yet.

3.5.4.2EDiary
The EDiary provides a quick and easy way for an analyst to store journal entries about analysis
work. These journal entries are private and per user, although tiizidy does provide options

for sharing if the need arises.

To access the-Biary, use the hotkey combination "Ctrl+E" or open the Tools menu and select
the EDiary option.
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Tools | View  Window Help
E Report designer  Ctrl+R

Add personal hot IP..
Personal hot IP manager

IP converter utility

04 E-Diary Ctrl+E
Data management 3
4  Options F4

Selecting the Piary option will open the Biary user interface where new journal entries can
be added, or existing journal entries can be viewed or modified.

o ™
Date:

9/16/2011 B+

ol mE as

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 62



APPLIED X
VISIONS 7

I1SION

SecureDecisions 3

By default, the Eiary user interface is set for the current day and all journal entry
modifications will perain to that day. It is very simple to select different days, though. The date
can be selected with a simple calendar pmy:

r B

Date:
9/16/2011 M
1 September, 2011 k

Sun Mon Tue Wed Thu Fri Sat
2B 29 30 A 1 2 3
4 5 6 7 8 9 10
11 12 12 14 15 17
18 19 20 21 22 23 M
25 2% 27 2B 29 30 1
2 3 4 5 6 7 8
[ ] Today: 9/16/2011

ol mE aa

| ok || cancel |
== =/

Select a different day to add journal entries for that day, oview and edit existing entries.

The EDiary is private to theiser by default, but supports three different sharing options: save
the journal entry to a file, print the journal entry, or email the journal entry:
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Date:

5/18/2011 B+

My notes for today.
Some interesting tuff happened. |

I1SION

o =g &

[ K H Cancel ]
N =)

3.5.4.3Annotations

Annotations are a great way of sharing information between users about particular datsvalue
Annotations are not only available to the different users of VIAssist, but also span data sources.
For instance, adding an annotation about a particular IP address would likely be relevant
regardless of the data source where thieaddress resides.

Anndaations can be added to any data element. Access the Annotate option bycdtigking

inside of a view to open the context menu. Select the field relatedrsabu and then select
the Annotate option.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&8)ser Guide 64



APPLIED M

VISIONS
Securonocisions :

I1SION

Select " FPackets|
| SourceIP (25.13215.93) k Show Data Details
Show Unselected Drill-In

Display Focus Line Add as Display Filter

Reset Zoom Add as Highlight Filter
Copy to Clipboard

Properties
Annctate

Add To Personal HotlP List

Selecting the Annotate option will open the Annotatsuser interface where existing
annotations can be viewed and new annotations can be added.

r N
Annotations | —

=P
=-25.132.15.93

5/18/2011 15:59:19 - VIA
Here is the quy again

Add Annotation

[l Connections.Source IP. IP-Address = 2 v] [ Add ]
,.
L >

The Annotations user interface is divided into ta&ctionsfor viewing and adding annotations.
The top half of the user interface is devoted to viewing existimgotations while the bottom
half of the user interface is for adding new annotations.

Use the tredist navigation in the top half of the interface to view existing annotations:
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fAnnotaticns | ——

I1SION

=P
B- 25.132.15.93
i Watch this guy

M Here is the guy again

.. Ths was the quy

5/18/2011 15:59:19 - VIA
Here is the guy again

Add Annotation

Connections.Source IP. IP-Address = 2 v] [ Add ]

-~

L =y

To add an annotation, use the drop down box in the bottom half of the inderface to select

the field and value information that needs annotating. Add any needed comments to the text
box beneath the drop down box. For example, comments could include date and time with a
short description. Clicking the "Add" button will adcethnnotation for others to see.
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Annotations
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=P
- 25.132.15.93

5/18/2011 15:59:19 - VIA
Here is the guy again

Add Annotation

Connections.Source IP. IP-Address = 2 v] [ Add ]

e

L o

3.5.5Context Menus

Every visualization in VIAssist supports a rigitk context menu. Righdlicking on the
visualization will open a context menu with options relevant to the visualization or to the data
element that was otked. Many context menu items are optional and configurable and may not
always be applicable. The following sections will cover the most common context menu
options.

3.5.5.1Port Lookup
When a visualization uses port related data, the Port Lookup option will &iéabie from the
context menu for the port related data element. To access the Port Lookup, open the context

menu by rightclicking on a visualization data element, select the appropriate fielehseiu,
then select the Port Lookup option:
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Select 3

I1SION

SourceIP (145126.247.102)  »

| Source Port (56110) r Show Data Details
Show Unselected Drill-In
Highlighted Size » Add as Display Filter
Trend » Add as Highlight Filter
¥ Scale b Copy to Clipboard
Y Scale , Annotate
itter Port Lookup

The Port Lookpi option will open a Browser window to display a list of search results related to
the port number of the data element:

Browser ; @

File  View  Favorites

LA H®

Address:  httpe/fandrew triumf.ca/cgi-bin/port?52314 + = Go

Search results for tcp port 52314

Registered services that may be running on this port:

Services (legitimate or otherwise) that may be running on this port:

m

none listed

See also UDP 52514

See also port 52314 at 5Nort org. For more information, see the

ports/trojans resource page.
Some trojans are listed with remowval instructions at antivirus vendors such
as Sophos or Symantec.

| |
Cone

There is a wide range of ports, and not all have known, legitimate uses, such as the port in this
example. Other ports, such as pof &r HTTP, will show their usage. Usage listed will contain
both legitimate uses and attack uses:
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Browser \E\

File  View  Favorites

€204 M=

- (- bt o/ andrew.triumf.ca/cgi- bing/ 7 ~ = Go
This is a "Well Known Port" (privileged on Unizx)

I1SION

L3

|.m

Search results for tcp port 80

Registered services that may be running on this port:

B0 TCP RFC1945 HTTE/S1.0 (May 199&)

0 TCP RFC2068 HITP/1l.1 (January 1997)

B0 TCP RFCZ6lé HITES1.1 (Jume 1999)

B0 TCP RFCZ%65 HITP State Management Mechanism (October 2000)

Services (legitimate or otherwise) that may be running on this port:

The standard HITP (webserver) port.

Scanning activity i= most likely (in 2001/2002) due to the Nimda worm or a
wvariety of Code Eed worm.

See

Himda at TRIUMF. For removal, =ee e.g.

Symantec,
Sophos,
Mcifee.
Patch at
Microsofr.

Code Red at TRIUMF. For removal see e.g.
Sophos, i

4 | 1 3

Done

3.5.5.2Data Details

A Data Details view is available from all VIAssist visualization views. To access the Data Details
view, open the context menu for a data elent and select the Show Data Details option:
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Select 3 H * _ L
W oy T e e

| SowrcelP(4512660236) » | Show DataDetail
Source Port (50175) 3 Drill-In

Show Unselected Add as Display Filter
Highlighted Size » Add as Highlight Filter
Trend » Copy to Clipboard
X Scale » Annotate
¥ Scale * Add To Personal HotIP List

The Data Details view displays raw data in a table format. The fields of data that can be
displayed are configured when opening the Data Details view.

cowrs  IIIWNET " WEI L1 =)

Show: () Row ID
@ Cluster Count Configure

Source Destination Destination Source
Bytes IP.IP-Address Source Port IP.IP-Address Port Country.Lower Start Time Cluster Count
3 145.126.46.39 59770 160.97.11.68 53 united states 5/2/2010 12:09:...

Viewing details for:  Source IP.IP-Address = 145.126 4639

1
62 145.126.46.359 10338 195.227.68.225 53 united states 522010 12:10:... |1
62 145.126.46.359 44910 175.191.232. 14 53 united states 522010 12:10:... |1
124 145,126.46.39 32437 151.240.87.204 53 united states 5/2/2010 12:10:... |1
138 160.597.249.29 53 united states 522010 12:06:... |1

T ———

Find: 4m Previous ] [Next =

E Export to CSV -

3.5.5.3Drill-In

Drilling into a visualization is availablertdghe rightclick context menu. Drilling into a
visualization focuses the visualization around a particular dtment, whichhelps reduce the
noise of too much information. To access the Bmilcapability, open the context menu, select
the appropriatefield related submenu, and select the Drilh option:
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Show Unselected

Highlighted Size

Select
| Source IP (107.151.170.8) Show Data Details
Source Port (23683) Drrill-In

Add as Display Filter
Add as Highlight Filter

Trend Copy to Clipboard
X Scale Y Annotate
¥ Scale » Add To Personal HotIP List

For more information on drilling into datalease see the "Drilling Into Data" section

3.5.5.4Personal Hot IP List

When a visualization view uses IPs as data, the Add To RétdotiP List context menu option
will be available. To access this option, open the rigitk context menu for a data element,
select the appropriate field related strhenu, and select the Add To Personal HotIP List option:

Select »

| SourcelP (3525214267) b | Show Data Details
Drill-In
Add as Display Filter

Add as Highlight Filter

Horizontal

Show Unselected

N

Allow Zoom

Primary Order Y Copy to Clipboard

Secondary Order b Annotate

Label Mode Y Add To Personal HotlP List

Size Mode 3 H___=—:
Properties : o A : .

For more information on usg Personal Hot IP Lisfgease see the "Hot IP Lists" section

3.5.6Manipulating the Data Sheet

The Data Sheet view is an effective way to view lots of raw data. It is organized much like a
typical spreadsheet with columns and rowsdata. Each column of a Data Sheet corresponds
to a field of data in the data repository. Each row contains all of the values for each of the
columns.
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Two representations of the data are available in the Data Sheet: textual and graphical. The Data
Sheet vill default to displaying a textual version of the data:

I1SION

Data Sheet: Source IP.IP-Address, Source Port, Destination IP.IP-Address, Destination Port, Cluster Count, Bytes, Packets @
|:=| Properties
Source_IP.IP-... Source_Port| Destination_I... Destination_P... | Cluster_Count Bytes Packets| %
gl
I
|

While the textual version of the Data Sheet can be useful, the graphical version can facilitate
visual searches of data easier, suchvagn the data is numeric based. To change the Data
Sheet to gaphical mode, click the zoom button on the scrollbar:

el

|:=| Properties
Bytes Packets | %

2

The Data Sheet will now update all fields of information to a graphical representation. Numeric
values are represented as horizontal bars with a proportional length to the maximum value of

the column Category andate values are represented as blips positioned based on the relative

category value or position in time.
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Data Sheet: Source IP.IP-Address, Source Port, Destination IPIP-Address, Destination Port, Cluster Count, Bytes, Packets @
|:=| Properties
Source_IP.IP-... Source_Port| Destination_I... Destination_P... | Cluster_Count Bytes Packets | g
[
I
v

While in the Data Sheet's graphical mode it is still common to want the text version of specific
data. The Data Sheet has an optioRatus Line that will display the textual representation of
the data element that is hovered over with the mouse cursor. To enable the Focus Line, right

click anywhere on the Data Sheet visualization to open the context menu and select the Display
Focus loe option.

Select 3

Destination Port (19319) 3

Show Unselected

Display Focus Line
Reset Zoom

Properties

The Focus Line appears directly below the column headers and will update based on which data
row is hovered.
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Data Sheet: Source IP.IP-Address, Source Port, Destination IP.IP-Address, Destination Port, Cluster Count, Bytes, Packets \_ @
|:=| Properties
Source_IP.IP-... ] Source_Por‘t] Destination_I... ] Destination_P... ] CIuster_Count] Bytes] Packets] %
gl
I
v

Each column can be sorted ascending or descending. Sorting capability can make searching
through the data much easier by establishia desired ordering of the data. To sort a column,

click on the column header of the column to be sorted. An up or down arrow will now show in
the column header indicating the sorting direction.

Take for example the case of wanting to find high data agtiBy using the graphical

representation of the Data Sheet and by sorting the Bytes column descending, it becomes very
easy to fine high data activity.

Data Sheet: Source IP.IP-Address, Source Port, Destination IP.IP-Address, Destination Port, Cluster Count, Bytes, Packets m ul @
[:=| Properties
Source_IP.IP-... ] Source_Por‘t] Destination_I... ] Destination_P...] CIuster_Count] Bytes ¥ | Packets] %
=
|
H
. v
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It's easy to spot where the high activity has taken place. Further, by having the Data Sheet in
graphical representation mode and by sorting descending on Bytes, it's easy to spot this as
suspect activity because it is an outlier. For most of the data rows, there is no activity or very
low activity, indicating that the high spike is unusual and shouldxXaenined.

I1SION

3.5.7Arranging Views

When a large number of visualizations are inserted into the VIAssist workspace, it could
become cluttered very quickly and difficult to manage. However, VIAssist offers a lot of
flexibility in window management, making it simpterarrange windows to best suit the user's
needs.

3.5.7.1lInserting Views

Upon startupVIAssist has a blank workspace. The workspace becomes populated by inserting

new views and visualizations as windows. When new views are inserted into VIAssist they are

inserted as floating windows. To insert new views and visualizations, open the Insert menu and
select one of the many options available for views and visualizations:

Insert | Tools Wiew  Window

1-D Visualizations 2

]
2-D Visualizations |

Multi-D Visualizations 3

Temporal ]
Geographic Charts 3
Spreadsheet 3
Top(M]} Charts 3

# Dashboard
@»  Browser

3.5.7.2Managing Floating Views

Views as floating windows offemsanypossibilities for sizing and amgement. A floating
window functions similarly to most other windows: they can be resized and moved around,
even to other monitors. The Histogram visualization is contained in a floating window in this
example:
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' B
@ WIAssist (viassist-db - secdec_netflow_dema) lilﬂlg
File Data Inset Tools View Window Help
=k EaEEROR S e QRlua/ il ERES Qe AL
User: VIA Role: ANALYST U N C LASS | FI ED
Bar Chart: Count per Source [P.IP-Address 1 x Display Filter ofx
15000 Advanced fiters
Histogram: Count per Source Port @ [ -]
13500 = -
(=] Properties HasMotes T~
12000 = |1
e |
10500 @] -
Source IP.IP-Address - showing 50 of 37660 7 A
HIII:
7500
Highlight Filter ofx
6000
4500 Advanced fiters
3000 tates AL
0 21667 43333 65000 =
1500 B |
T @] u
0 S S S P
= . . . S IP.IP-Add - showing 50 of 37560 7 o
AT AT e o g Qx@”o,\"g”b & <§‘ > TR Q;N B o PP TS AN = P =
AN _I/D‘_‘J’_\’_\'\ T 0 oy (3 L AP F,D Np&)ﬁy.\'m/\ =
RAT - WA »é‘) Al c:“o .«E’ﬁ AR b‘) .-'\' co‘J N 6‘3 & ogol N Y N9 SR 5
NS RSN A S A A "9 AR fn
MRS E GRS ST VTV R g ﬁyk%ﬁ% AT @ T @l ‘
| la]>
Database Rows: 209,998 | Fetched Rows: 296,386 (grouped) / 299,998 (db) | Highlighted Rows: 296,386 (grouped) / 299,998 (db)
.

Most windowswithin VIAssist can be made be floating windows at any time. There are two

main ways of accomplishing this:

1. Doubleclick the title bar of a nofiloating window. Thisvill change it into a floating

window.

2. Click and drag the title bar of a ndleating window. This will change itt;a floating

window and immediately allow placement to a new location.
3.5.7.3Pinning and Unpinning

The pinning functionality of VIAssist's window management is useful for keeping views open
that don't necessarily always need to be visible. Pinning windowdysawailable to non

floating windows and is accessed by clicking the pin icon that is next to the close button of a
window. Pinning a window will cause the window to athale into a window bar along the left
or ride side of the screen when the window doest have focus.
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(@) Viassist vassist-db - secdec_netfiow_demo) —“_7 — M
File Data Inset Tools View Window Help
A EEE DR D haRa/ TS LRSS CaUE0
A D

Advanced filters

l “runoy ey leg

%
-~
>

?IIH
] »

| ll—@

Source IP.IP-Address - d\ovmgSOof37660

@l lZ]
o

-~
>

‘Highlight Filter
Eorth

| = |

Advanced filters

HasNotes

@l [Z]I

Source IP.IP-Address - showing 50 of 37660 7 A

[ ol

Database Rows: 209,998 | Fetched Rows: 206,386 (grouped) / 299,098 (db) | Highlighted Rows: 296,386 (grouped) /299,998 (db)

Accessing a pinned window will expand it so that the contents can be viewed:
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(® Vinssist (vassist-db - secdec netfowdema) . =)
File Data Insert Tools View Window Help
Lk mERDORS D aQad il EE RSO Qe L O
s A 5
g
2
2
e
H
E l 8|
w
2 HasNotes 74 4
2 =
§‘ p—t
s B
: o
o
) Source IP.IP-Address - showing 500f 37660 7 A
I BRI
() @ .
Adva\cedﬂha's
O [Z] I
Source IP.IP-Address - showing 50 of 37660 74
»=
I -
|
Database Rows: 299,998 | Fetched Rows: 296,386 (grouped) / 299,998 (db) | Highlighted Rows: 296,386 (grouped) / 299,998 (db)

Unpinning a window reverses this so that a window will no longer-aide; it will always be
visible. Simple click the pin icon that is next to the closédoubf a window to unpin it.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.&)ser Guide 78



APPLIEDM

VISIONS "}z
&) |
] 9
SecureDecisions g
- N
@ VAssist (viassist-db - secdec_netflow_demao) EIEIQ
File Data Inset Tools View Window Help
kBRI ROR D e Qad I WE RS GalAE @
User; VIA Role: ANALYST U N C LASS | FI ED
Bar Chart: Count per Source IP.IP-Address ;% Display Filter oRx
=P i
15000
Advanced filters
13500 [ ]
HasNotes o~
12000 =l
Ba: |
10500 @I @ M
Source IP.IP-Address - showing 50 of 37660 ?a
o - lIIIIIIl» I
e
7500 W] T
Highlight Filter oRx
6000
4500 Advanced filters
3000 HasNotes P~
1500 e
W] . -
L e - e N S SN = R 2 O S L B W G 2 N A “ NN 2 Source IP.IP-Address - showing 50 of 37660 ?a
oS 2SS PSP O S e S P D O et <
DT ol T AR A A Y v A (O O (25" (Ve W2 b A gl o P =
P (8 s D ST Y P ey &
SR TS TG e O VY R e AR P R @A @l @
«la| l=Y3 -
Database Rows: 299,998 | Fetched Rows: 296,386 (grouped) / 299,998 (db) | Highlighted Rows: 296,386 (grouped) / 299,998 (db)

3.5.7.4Docking Windows

Floating views can be docked to the main application workspace. To access the docking mode
of VIAssist, click and drag a window's title bar. Docking guides will appear inside of the main
application workspacendicating where the window can be docked. While still dragging the
window, move the mouse over one of the docking guides to see how the window will be
docked within the application.
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() VIAssist (viassist-db - secdec_netflow_demo) — . | o | B R |

File Data Inset Tools View Window Help
CAEBEIRO RS i Qay TS RS9 Ca MO
UNCLASSIFIED

Display Filter ofx
Properties Advanced fiters

[ )

@l ()
Source IP.IP-Address - showing 50 of 37660 ?a
=
-llllllll»n;
:
=
~ Highlight Filter
Advanced filters
[ ™
i I.il i fiastiotzs oAl

N oA
‘3’ ANCi
\??‘@ x,\\’Px

<§> % N : u?“
N ‘) ’\ ‘b ’\ .| @
o 'V
"§0|‘Iﬂ'e F&&da‘re&' ’\'\

Source IP.IP-Address - showing 50 of 37660 7

»_

\!

Database Rows: 299,998 | Fetched Rows: 296,386 (grouped) / 299,998 (db) | Highlighted Rows: 296,386 (grouped) / 299,998 (db)

When a suitable docking position is found, simply release the mougerbtd make the
window dock.
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Docking windows is ngiermanentand can balone as many times as desired.
3.5.7.5Window Menu

The window menu keeps a list of all open windows within VIAssist. While the window
management of VIAssist makes it simple to create powenfrangements, sometimes a list is
the easiest thing to use to find windows. Clicking any of the windows listed in the Window
menu will show or hide that window. An example of the window menu populated with a list of
windows:

Window | Help

1 Bar Chart: Count per Source IP.IP-Address
2 Histogram: Count per Bytes

3 Pie Chart: Count per Start Time

3.5.8Drilling Into Data

Drilling into data is an easy way to distill a visualization to a subset of the data being displayed.
Visualizations can then be focused on the data of interest instead of being polluted with all
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fetched data that may not be relevant 100% of the time during &estigation. To drill into
data, open the rightlick context menu for a data element in a visualization and select the Drill
In option:

Select b ; ||: : ; : .

| SourceIP (107151170.8) » | Show Data Details
Source Port (23693) 3 Drill-In

Show Unselected Add as Display Filter
Highlighted Size Y Add as Highlight Filter
Trend b Copy to Clipboard
X Scale r Annotate
¥ Scale Y Add To Personal HotIP List

Using the Drilln option will update the view to focus around the drilleddata element:

Scatter Plot: Destination IPJIP-Address per Source Pu_ ‘
E Properties
a
S
160.97.186.185 - . : : : .
0 13200 26400 39600 52800 66000 |5
Y
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Drilling into data wrap an automatic query. When a diil event occurs, a query is established
to fetch data related to the data element. The query is then executed and updated data is
fetched and redisplayed in the visualizations.

I1SION

To return to a drilleebut state, open the Bta menu and select the Drill Out option. Note that
the Drill Out option is only available if a Dhilhas been performed:

Data | Inset Tools View  Window

if; Fetch data... Ctrl+T
) Refresh F5
Sl Drill out Ctrl+Shift+D
f,ﬂ. View fetched data

View aggregation report

Configure aggregation ranking

Drilling in can be done multiple times without drilling ontbetween This creates a stack of
drill-in queries that representdw to get to the current drilled in state. When drilling out, if
there is more than one driih query in the stack, a dialog will open to show the current stack of

drill-in queries.

A Drill Qut , i e o S

The following drill-in criteria have been applied. To
drill-out, select the criteria to be removed and didk

Connections.5ource Port = 53 Change
Connections.Destination IP.IP-Address

Remowve

Al

Remove All

[ CK ] Cancel

e —

Instead of automatically drilling out all the way, this dialog gives @grained control over how
the drill out shouldoccur. Drilkin queries can be modified or removed to change the drilled in

state.
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3.6 Using the Report Designer

I1SION

VIAssist's Report Designer is a simple way of enabling collaboration by making it easy to share
analysis findings. The Report Designer makes it easy to share charts, graphs, and other
annotations in a familiar slide orientddshion Reports can be exported as PowerPoint
presentations or as PDF files. For analysis reports that may need updating ftigqoeresent
current analysis findings, the Report Designer supports Report Templates which make saving
the layout and general data of a report easy, automatically handling the updating of the charts
within the report.

3.6.1Create a Report

Before creating aaport, the VIAssist workspace should contain one or more visualization
componentsA new report can be created through the Report Designer. To access the Report
Designer, use the hotkey combination Ctrl+R or open the Tools menu and select the Report
Desigrer option.

Tools | View Window Help

.E Report designer  Ctrl+R

Add personal hotIP...
Perscnal hot IP manager

IP converter utility

4 E-Diary Ctrl+E
Data management ]
4 Options F4

The way the Report Designer opens depends on the number of monitors that are available. If a
single monitor is available, the Report Designer will open as any other window. If multiple
monitors are available, the Report Designer will operagecondmonitor.
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@] Report Designer =HACE X |

I1SION

i@ Report ~ | ] Slides » ] Add ~ Component Layout = 2] Options =~

-

Bar Chart: Bytes per Source
IP.IP-Address

Scatter Plot: Bytes per Source
IP.IP-Address

m

Pie Chart: Bytes per Source
|P.IP-Address -

#] Refresh Screenshots

The Report Designer is divided into two main sections. The left side holds contains a visual list
of all the visualizations and panels in the VIAssist workspace. If the VIAssist workspace is empty
when the Report Designer is opened ond data has been fetched, blank graphics will appear

in the list instead.

The Report Designer supports most of the familiar and common functionality for creating slides:
slide backgrounds, textual annotations, images, and drawing shapes. All of thesgsaan be
accessed from the Add menu and selecting the appropriate option:

[ Add ~|: | Component

Text...
Selected Screenshot

Bl B L

Irnage from File...

Line

Ellipse

00N

Rectangle

Images added to a slide of the report can be resized as needed to fit the space.

Text added to a slide is of a rich format that allows the most common functionality: font, colo
style, and alignment. The text area itself can also be resized on the slide.
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) Edit Report Text b= ]
A3 Format... A TetColor.. % 3@ | B 7 U E] =

Enter text here

Preserve Text When Saved as Template

| ok || cancel

L A

3.6.2Save a Report
A report created with VIAssist's Report Designer can be saved in several formats.
Reports can be saved in VIAssist's VRP formate®erveall annotations andlata used to

create the report. To save the report as a VRP file, use either the Save or Save as . . . options in
the Report menu:

i Report ~||_] Slides = 7] Add -

] Mew Ctrl+M
Report

= Gpe Ctrl+0

& Save Ctrl+5

Save as... Ctrl+5hift+5

Save as Temnplate...

Export 3

Reports created with VIAssist's Report Designer can also be exported as other common
formats. VIAssist currently supportggorting reports as PowerPoint presentations and PDF

files. To export a VIAssist report as one of these common formats, select the appropriate export
option from the Export suimenu in the Report menu:
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1 Mew Ctrl+M
B o pen Ctrl+0
[a Save Ctrl+5

Save as... Ctrl+5hift+5

Save as Template...

. Bpet v |[5] ToPowerPoint.
IP_IP-Address % ToPDF..

The Report Designer can also be used to create Ra@gonplates. For more information using
and saving Report Templatggease see the "Report Templates" section

3.6.3Report Templates

Report Templates are a simple way of creating a standard report that will update with new
data. A Reprt Template is created in the same way as normal reports. For more information on
creating reportsplease see the "Create a Report" section

To save the report as a Report Template, select the Save as Template . . . optidimefrom
Report menu:

i Report *||_] Slides ~ 7] Add ~

] Mew Ctrl+M
Report

& Op e Ctrl+0

Al Save Ctrl+5

Save as... Ctrl+5hift+5

Save as Template...

Export *

When saving a Report Template, be aware that text annotations are only saved if the Preserve
Text When Saved as Template checkbox is checked when adding the text annotation:
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Enter text here

Preserve Text When Saved as Template

o J [ con
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When a Report Template is loaded into VIAssist, the vistializaiews are automatically
updated with the current data in the workspace. All shape objects are restored to their original
positions. Any text that was set to preserve when saved in the template will also be restored.

3.7 Options

VIAssist exposes a numbdramnfiguration elements through its Options screen. The options
that can be configured range from how VIAssist handles data fetching and workspace
management, to visualization appearance and data coloring, as well as exposing certain data
tool configuratons.

To access the Options configuration of VIAssist, open the Tools menu and select the Options
option:
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Tools | View  Window Help
&1 ReportDesigner  Ctrl+R

I1SION

Add Personal Hot IP...
Personal Hot IP Manager
IP Conwverter Utility

4 E-Diary Ctrl+E
&, Options F4
3.7.1General

View and edit VIAssist General options by accessing the General tab of the Options screen:
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General | Data Coloring I Visualization Appearance | Data Tools|

Remote control
[ allow remote control of VIAssist

Port: 2291

-

Data

Lists fetch limit: |5 50,000 Stats Timeout (seconds): |5 300
Always load new data when available

[|Enable data autorefresh

Interval: — 0| hours | 5| minutes |4 0| seconds
Workspaces
Clear fetched data when changing workspace
On startup:
@ Create new workspace (7 Open previous workspace

i) Choose workspace to open

Workspaces directory:

m o . -— 1 v " &y Browse, ..

Mew chart positioning
@ Start as docked panel (71 Start as floating window

ok || canced || enly |

3.7.1.1Data

The Data configuration options can be usedmprove performance by limiting thresholds, to
increase accuracy by ensuring latest data, caidtomate routine data updates.

Select the Always load new data when available checkbox to force VIAssist to always load the
latest available data when fetaig:
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Data
Lists fetch limit: |5 50,000 Stats Timeout {seconds): |5 300

I1SION

Always load new data when available
[| Enable data auto-refresh

Interval: — 0 =~ 5 10

A useful function of VIAssist is to automate the retrieval of new data. This can be enabled by
checking the Enable data autefresh checkbox:

Data
Lists fetch limit: |5 50,000 Stats Timeout {seconds): |5 300

Always load new data when available

["| Enable data auto-refresh

Interval: =~ 0 = 5 =l 0

When this checkbox is enabled, an interval can be set that specifies how frequently VIAssist
should auterefresh data:

Data
Lists fetch limit: |- 50,000 Stats Timeout (seconds): |5 300

Always load new data when available

Enable data auto-refresh

Interval: |5 0 hours [+ 5| minutes |5 0| seconds

3.7.1.2Workspaces

VIAssist has several options for workspace configuration. On startup, VIAssist can do one of
three different operations for workspace management:

Workspaces
Clear fetched data when changing workspace
On startup:
@ Create new workspace (71 Open previous workspace

() Choose workspace to open

Workspaces directory:

| Browse...
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Onstartup, VIAssist can create a new workspace, open the previously used aoeksp
prompt the user to open a workspace. Choose the option that best suits the typical workflow.

I1SION

Workspaces are stored on disk in a user configurable location. By default, the workspaces are
stored in thedz& Sd¥ddrents directory. The location to seoworkspaces can be changed by
browsing for a new location:

Waorkspaces
Clear fetched data when changing workspace
On startup:
@ Create new workspace Open previous workspace

Choose workspace to open

Workspaces directory:

Browse...

The first option under the workspaces section, Clear fetched data when changing workspace, is
not currently user configurable and is disabled.

3.7.1.3View Positioning

VIAssist offers two modes of opiaig new views: one mode will open a new view as a floating
window that can be moved around, even to other monitors, and resized; the other mode opens
view as automatically docked in the main VIAssist workspace. Select the mode based on the
preferred workfbw for introducing new views.

Mew chart pasitioning
@ Start as docked panel Start as floating window

3.7.2Data Coloring

View and edit VIAssist's Data Coloring options by accessing the Data Coloring tab of the options
screen:
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General | Data Coloring |'u’|sualization Appearance | Data Tools|

Unselected: D
Selected: @

Coloring by data value

Field...

Palette: Set Palette

Default colors {numeric fields):

Start color: C] Ending colar: @

[ Reload Defaults ] [ Save as Default ]

[ ok || cancel || apply |

The two most basic data coloring options are the selected and unselected colors. These colors
will be ised whemo other colors are specified.

Sometimes attention should be drawn to certain values of a field. The Coloring by data value

section can be used to color a field by the ranges of values within that field. This makes it easier
to spot specific datalements of interest:
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Coloring by data value

Figld... | Connections.Source Port

Palette: Set Palette

Default colors (numeric fields):

Start color: C] Ending colar: E]

When a field is chosen, the Sealettebutton can be used. Click the S#dlettebutton to
access the Color Mapping form:

- —
' Color Mapping _
Field for coloring:

Connections, Source Port - RANGE: 0 - 55 535 Set
Color mappings

X Delete Entry € Delete All Entries | Load Values -

12 Apply Default Palette

13107 - 26213

26214 - 39320

39321 - 52427

32428 -65535

Range entries can be entered manually, but VIAssist can also automatically create five ranges
that are evety divided among the values. To let VIAssist create five ranges automatically, open
the Load Values menu and select the Distribute Values into 5 entries option:
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Load Values -| 5 Apply Default Palette
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Distribute values into 5 entries (integer fields only)
2 Load All Field Values

% Revertto Previous Values

This automatic calculation can only be done on fields that can be represented numerically.
Other field types will need to be distributed manually.

Once values or ranges of values are set, a color for each value or range of values can be
selected. In this example, the Source Port field is being used and yellow and red are used to
draw attention tothe top end of the port values.

When a visualization uses the Source Port field, the visualization will use these colors instead of
the default selected or unselected colors:

Histogram: Bytes per Source Port d -

- =

[:=| Properties

0 13000 26000 39000 508760 65000

=

This technique of data coloring makes it easy to spot values of interesisloabeit is easy to
see thatthereis not as much byte activity in the yellow and red ports as the lighter blues.
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3.7.3Visualization Appearance

I1SION

View and edit VIAssisfésualization Appearanagptions by accessing théisualization
Appearanceab of the opions screen:

The Visualization Appearance options controls the basic appearance of visualizations, but not
the appearance of data elements. The background and foreground colors of the visualization
canvas can be specified, as well as the fonts useali@ld, titles, and headers. Previews of
colors and fonts are shown for each.

To learn how to set the appearance of data elemeptsase see the "Data Coloring" section
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