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1 About

The VIAssist product is a powerful tool with many powerful features. In order for each user to
get the most out of VIAssist, the client can be configured to meet their specific needs for
individual projects.

The configuration is stored in a metadata file and contains information ranging from what
visualizations are available to what tables and information are available for querying in the
database. Because of the wide range and complexity of the data, the Metadata Builder was
created to get things up and running much more quickly.

This help file provides two sections depending on the current need:

1. User Interface
2. Advanced Topics

The User Interface section goes through every form and indicates all form elements that are
user accessible and their purpose. Links to related topics are provided directly in the reading.

Advanced Topics provide a higher level understanding of the more complex functionality the
Metadata Builder provides.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide
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2 User Guide

The Metadata Builder provides all needed functionality to produce a client metadata file. This
metadata defines the available functionality within VIAssist as well as what data is available to
use. The Metadata Builder separates the different sections of metadata into different sections
in the user interface. This user guide will describe the process of creating a metadata file and
will give an overview of what the metadata is and which user interface elements to use.

2.1 Create a Metadata File

A metadata file can be created completely new or by editing an existing metadata file. To
create or edit a metadata file, use either the create or open buttons on the toolbar. If a
completely new file is created, no metadata will be present. If an existing metadata file is
opened, metadata will be present and must be edited to reflect the desired changes.

2.2 Add Basic Metadata Information

The base information describes general project metadata, such as the project ID and its name.
Fill this form with information that reflects the properties of this project.

Client metadata could belong in an existing vertical market. The Vertical Market Configuration
section allows this client metadata to bring in more general vertical market data. Selecting a
vertical market configuration will automatically populate tables, relationships, and join paths
that pertain to that vertical market.

The SQL Manager defines the library that will be used to connect to the database from VIAssist,
as well as from the Metadata Builder tool itself if certain database operations are selected. The
SQL Manager selected must be appropriate for the type of database that will connected to; for
instance, if the database is a MySQL database, then a MySQL SQL Manager needs to be
selected.

2.3 Add Table Information

Note: adding tables, deleting tables, or modifying tables only affects the metadata. No changes
are made to any database.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 4
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Adding tables can be done in two different ways: manually, by adding individual tables and
their fields, or through an inference process that connects to an existing database and pulls
down all table information.

For more information on how to use the inference functionality, please see the Advanced Topic
Inferring From Database .

If the inference process is not used, table information can be populated manually. Start by
adding a new table and populating the basic table information. The dropdown list of tables will
not contain a readable table name until the display name of the table information has been set.

For each table, columns must be defined. Without columns, no fields of information would be
available. If the inference process was used, columns will already be present. If not, columns
can be manually added. Each column added represents a field of information that can be
exposed to the user for querying, or hidden from the user. VIAssist has many options for fields
of information which the Metadata Builder exposes through the field details button. The field
details form defines exactly how VIAssist should utilize this field. The field details form also
allows specific data tools to be set for that field. These data tools are made available within
VIAssist when interacting with that specific field. For more detailed information about data
tools, please see the Advanced Topic Data Tools .

When more than one table is defined, relationships can then be defined. A relationship simply
describes how two tables relate to each other by defining which columns can be used as keys
into the related table.

When relationships are defined between tables, join paths can then be created. Join paths
describe a route from one table to another that may go through several intermediate tables.
For more detailed information about join paths, please see the Advanced Topic Using Join Paths

Finally, the virtual fields functionality may be used to link a field into the table that exists in
another table.

A table can be deleted at any time.

2.4 Add Visualizations

Visualizations define what visualizations will be available within VIAssist for use on this project.
The visualizations section contains all visualizations that VIAssist supports. All of them can be

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 5
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added if desired, but it is usually best practice to select visualizations that are most applicable
to the type of data this project represents.

2.5 Save the Metadata File

After all metadata information has been populated, the metadata file can be saved. If the
metadata was created from an existing metadata file, take care to only overwrite the existing
file if the modifications are for that file. Save the metadata file.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide
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3 User Interface
3.1 Toolbar

The main toolbar contains four buttons. From left to right:

e Create a new metadata file.

e Open an existing metadata file.

e Save the current metadata. This option will be disabled if there are no changes to save.
¢ Open this help document.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide
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3.2 Base Information

{% Untitled - Metadata Builder

Lol

File  Help
NEH @

Base information | Tables I Default select fields | Vertical market settings | Visuglizations

Project ID:

Minimurm dassification: [L.Inknuwn

v] [ show dassification banner

Customer name:
Project name:

Project description:

Vertical market configuration: metadata_verticalmarket_ageneral. xmil "
metadata_verticalmarket_general_protocols. xml W
metadata_verticalmarket_MetDCOP, xmil —
metadata_verticalmarket_netflow, xmil

metadata_verticalmarket_netfowtraining. xml

S0L manager: SilkOraclesgLManager [Oracle] *
SecDecVIARepositoryLoadSilkDiredDLL

FirebirdsQLManager [Firebird]
SecDecVIA.SQLManagerFirebirdEmbedded.DLL b

OraclesQLManager [Oracle]
SecDecWIASQLManagerOracleDLL -

The base information page defines basic information about the project.

e Project ID: a unique identification number for this metadata project.
¢ Minimum classification: the minimum required classification level to utilize this

metadata.

« Show classification banner: whether or not the classification banner should be shown to

the user in VIAssist.

¢ Customer name: the name of the customer for this metadata file.
e Project name: the name of the project the metadata file describes.

o Project description: an optional, short description of the project. This will be shown

whenever the data source selection dialog is displayed.
o Vertical market configuration: the base vertical market configuration file to use.
¢ SQL Manager: the SQL manager to use to communicate with the database.

Applied Visions, Inc. / Secure Decisions Div.
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3.3 Tables

s ™
@ metadata_SecDec_MySQL_MNetflowDemo - Metadata Builder El_léj

File  Help
& H| @
Base information | Tables |Default select fields | Vertical market settings | Visualizations

Table: Connections - | e Werify with database Infer from database

Information |Cnlumns I Relationships | Join paths I Virtual ﬁelds|

Main fact table [ Lookup table [] Hidden fram user
Table ID: 1
Tablespace:
Database name: COMMECTIONS
Display name: Connections
Table description: Captured NetFlow traffic data g
User dependent field: User ID "’]

The tables page defines the data that is available in the database as well as how tables can
relate to one another. Tables can be added either manually or through a process that infers

information directly from a database.

e The table combo box provides a list of all tables available for modification.

e The two buttons next to the tables text box allow adding and removing tables.
o Verify with database: Verifies with the database that the table information created is

valid.

o Infer from database: Connects to the database and infers as much data as possible.

Please read the "Inferring from a database" page for more information.
e There are tabs for editing various aspects of the table:
o The Information tab, for setting basic table information.
o The Columns tab, for adding, editing, and removing fields.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide
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o The Relationships tab, for adding, editing, and deleting relationships between
tables.
The Join paths tab, for adding, editing, or deleting join paths.
The Virtual fields tab, for adding, editing, and deleting virtual fields.

3.3.1 Information

r@ metadata_SecDec_MySQL_MetflowDemo - Metadata Builder El_lér
File  Help
NEH| @
Base information | Tables |Default select fields | Vertical market settings | Visualizations
Table: Connections - | *7 B Werify with database Infer from database
Information |Culumns I Relationships | Join paths I Virtual ﬁeld5|
Main fact table [ Lookup table [] Hidden from user
Table ID: 1
Tablespace:
Database name: CONMECTIONS
Display name: Connections
Table description: Captured NetFlow traffic data g
User dependent field: User ID "’]
L J

The table information page allows for setting basic table information.

e Main fact table: whether or not this table acts as a main fact table.

o Lookup table: whether or not this table acts as a lookup table.

e Hidden from user: whether or not this table is hidden from the user.

e Table ID: a unique identification number for this table.

o Tablespace: defines the tablespace this table belongs to. This is only required if the
current user logging in does not have the table space where the table resides as their
default tablespace. This is usually left blank.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 10
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« Database name: the name of the table, as defined in the database.

e Display name: the name of the table, as shown to the user.

o Table description: short description of the table, displayed in the field selection dialog.
¢ User dependent field: the field that depends on which user is using the table, if

applicable.
3.3.2 Columns
r@ metadata_SecDec_MySQL MetflowDemo - Metadata Builder =Ll |
File  Help
NEH @
Base inﬁ::rmaﬁonl Tables |Default select fields | Vertical market settings | Visualizations
Table: Connections - ‘-'"_j %) Verify with database Infer from database
Information | Celumns | Relationships I Join paths | Virtual ﬁeldsl
D PK  Hidden DB Mame Display Mame Display Type Details =
» e f O D LIMT - ..
3 M| [ |sece Source TP IP | ]
2 F USER_ID User ID UINT [ ]
13 1| [ |sRC_PORT | Source Port PORT 7|
8 | [ |pesT 1P Destination P |IP -]
14 ]| [] |DEST PORT |DestinationPort |PORT | ]
19 | [] |START.TIME |StartTime DATETIME [ ]
21 | [ |END.TIME  |EndTime DATETIME [ ]
20 7| [] |DURATION |Duration (secon... |UFLOAT -]
16 M| [ |packeTs Packets UINT | ]
17 | [ |evtes Bytes UINT [ ]
18 F| F |racs TCP Flags FLAGS [ . |-
| y

The table columns page allows for adding, editing, and removing fields in the table.

e PK column: whether or not this field is a primary key to the table.

e Hidden column: whether or not this field is hidden from the user.

o Display Type column: the data type of the field, as shown to the user.

e Details column: opens the detailed field information form, which allows for more
advanced editing options.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 11
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3.3.2.1 Field Details

-

. . 2 b
Field Information — — - ot e
Field ID: i Parent folder:
Database name: ] Display name: D
Database type: [UNSIGNED_INT v] Display type: UINT -
Field description: Primary Key of Table r Primary key Hidden
[7] Cluster count dependent ] Mulable
- [7] Mutofetch statistics ] Agagregatable
Data tools: [C] Annctate A
Default calculation: -
[]Add To Personal HotlP it~ [= e T )
[C]Port Lockup Average size: 4 B
[C]CVE Lookup
[|Create Src IP StarTree
[TCreate Nest IP StarTree i [ Save ] l Cancel I

Note: Not every option on a field may be editable. For example, if a field was inferred from a
database, only options that are not tied to the database can be modified.

e Field ID: a unique identification number for this field.

o Database name: the name of the field, as defined in the database.

o Database type: the data type of the field, as defined in the database.
o Field description: an optional, short description of this field.

Applied Visions, Inc. / Secure Decisions Div.

Data tools: the data tools that should be enabled for this field, dependent on the display
type (8).

Parent folder: the parent folder, if any, that this field should appear under in the Visual
Query Builder.

Display name: the name of the field, as shown to the user.

Display type: the data type of the field, as shown to the user.

Primary key: whether or not this field is a primary key for the table.

Cluster count dependent: whether or not this field is dependent on cluster count. If
checked, values are multiplied by the cluster count to create a total value (i.e., bytes).
Auto-fetch statistics: whether or not statistics for the field should be automatically
fetched for the Visual Query Builder, prior to the user referencing the field.

Hidden: whether or not the field is hidden from the user.

Nullable: whether or not the field may be null.

Aggregatable: whether or not the field is aggregatable.

Default calculation: the calculation that is applied to the field by default.

ViAssist 2.6 Metadata Builder User Guide 12
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o Average size: indicates the average size of a value in the field. This value is used by the
Smart Aggregator.

¢ Save: saves the modifications made to the field information.

e Cancel: cancels the modifications made to the field information.

3.3.3 Relationships
F '
{% metadata_SecDec_MySQL_NetflowDemo - Metadata Builder C=CIEC
File  Help
N H @
Base information | Tables | Default select fields | Vertical market settings | visualizations
Table: Connections - | %y Verify with database Infer from database
| Information | Columns | Relationships | Join paths | virtual fields |
D Reverse  Table Type Keys
b Geo City Locations v [manvzone [+ ...
5 |16 Geo City Locations v [manvzone v .. |
17 |18 |Protocols v [manvzone v | ... |
‘ , ==
|
|
L &

The table relationships page allows for adding, editing, and deleting relationships between
tables.
Note: Relationships must be defined in order to create join paths.

e Table column: the other table participating in this relationship.

e Type column: the cardinality of the relationship between these two tables.

e Keys column: displays the Key Information form for setting the primary and foreign keys
that establish this relationship.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 13
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3.3.3.1 Key Information

(S——— R
Relaticnship Key Information -

Select the fields to be used in the relationship:

e ID column: a unique identification number for this key.
e Primary Key column: the primary key for a relationship.
e Foreign Key column: the foreign key for a relationship.

e Save: saves the key information for this relationship.

¢ Cancel: cancels the modification to key information.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 14
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3.3.4 Join Paths

r@ metadata_SecDec_MySQL_MetflowDemo - Metadata Builder l = ﬁr
File  Help
N5 H| @
Base information | Tables |De1’ault select fields | Vertical market settings | Visualizations
Table: Connections - |y Verify with database Infer from database

| Information | Colurnns I Relationships | Join paths |'l.|"|r11.|a| ﬁelds|

EE|

Geo City Locations via Source Location ID
Geo City Locations via Destination Location ID
Protocols via Protocal ID

Country Codes via Source Location ID
Country Codes via Destination Location ID
Geo City Regions via Source Location ID

Geo City Regions via Destination Location ID

The table join paths page allows for adding, editing, and deleting join paths among tables.
Note: Relationships must be defined in order to create join paths.

Note: For more in-depth information on what join paths are and how to use them, please visit
the Advanced Topics page Using Join Paths .

¢ The tab contains a list of all join paths that have been added for the current table.
¢ The toolbar contains three buttons. From left to right:
o The add button, which will activate the Join Path Information form for adding a
new join path.
o The edit button, which will activate the Join Path Information form for editing an
existing join path.
o The delete button, for removing a join path.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 15
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3.3.4.1 Join Path Information

Join Path Information lilﬂ_hj

Join path 1D i Oneto-one
Juoin path alias: Src
Destination table: [Dauntr'_f Codes [WM] ']
Path: [Geo City Locations»Courtry Cod v]
Join path details
! Connections [Source Location 10] » Geo City Locations » |
[Location (D]
Geo City Locations [Courtry Code] » Courtry Codes [Country
Code]
[ Save ] [ Cancel

Note: For more in-depth information on what join paths are and how to use them, please visit

the Advanced Topics page Using Join Paths.

e Join path ID: a unique identification number for this join path.

¢ One-to-one: whether or not this join path indicates a one-to-one relationship between

the source and destination.

¢ Join path alias: an alias for the join path, shown with the field name. This value helps
differentiate between multiple join paths, for example, when joining to a table based on

source IP and destination IP.

¢ Destination table: the table to be joined to.

¢ Path: the path to take for the join. Join path choices are calculated based on table
relationships.

¢ Join path details: the details of the actual join path, showing how the path traverses
through the tables from source table to destination table.

e Save: saves this join path.

e Cancel: cancels the creation of this join path.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide
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3.3.5 Virtual Fields

@ metadata_SecDec_MySQL NetflowDemo - Metadata Builder EI_Iﬂ—hJ
File  Help
R 7]

Base information | Tahles |De1’ault select fields | Vertical market settings | Visualizations

Table: |C-:|r1r|ecti-:|r15

-

e Verify with database Infer from database

| Information I Calumns | Relationships I Join paths | Virtual fields |

2 = 4

Source Country Code - Source Country Code
Source Region - Source Region Code i
Source City - Source City

Source Postal Code - Source Postal Code

Source Latitude - Source Latitude

Source Longitude - Source Longitude

Source Metro Code - Source Metro Code

Source Area Code - Source Area Code

Source Country - Source Country

Destination Country Code - Destination Country Code
Destination Region - Destination Region Code
Destination City - Destination City

Destination Postal Code - Destination Postal Code
Destination Latitude - Destination Latitude L
Destination Longitude - Destination Longitude
Destination Metro Code - Destination Metro Code
Destination Area Code - Destination Area Code
Destination Country - Destination Country
Protocol Mame - Protocol

*

m

Note: For more in-depth information on what virtual fields are, please visit the Advanced Topics
page Virtual Fields.

The table virtual fields page allows for adding, editing, and deleting virtual fields for the current

table.

e The tab contains a list of all virtual fields that have been added for the current table.
e The toolbar contains three buttons. From left to right:

o

Applied Visions,

The add button, which will activate the Virtual Field Information form for adding
a new virtual field.

The edit button, which will activate the Virtual Field Information form for editing
an existing virtual field.

The delete button, for removing a virtual field.

Inc. / Secure Decisions Div. ViAssist 2.6 Metadata Builder User Guide 17
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3.3.5.1 Virtual Field Information

Virtual Field Information ol - S ﬁ
Virtual field 1D: 33| Parent folder: Source
Field description: Area Code of Sourct P location r Field display name: Source frea Code
[] Autofetch statistics Hidden
= Source field
Data tools: [C] Anrotate i Table: [Geo City Locations - l
[]Add To Personal HotlP List = )
= J ath: -
[ Port Lookup ene [Src l
[7|CVE Lookup Field: [ Area Code -
[T|Create Src IP StarTree
[Ttreate Nest IP StarTres s
[ Save l l Cancel ]

Note: For more in-depth information on what virtual fields are, please visit the Advanced
Topics page Virtual Fields.

e Virtual field ID: a unique identification number for this field.

o Field description: an optional, short description of this field.

o Data tools: the data tools that should be enabled for this field, dependent on the display
type (8).

¢ Parent folder: the parent folder, if any, that this field should appear under in the Visual
Query Builder.

o Field display name: the name of the field, as shown to the user.

o Auto-fetch statistics: whether or not statistics for the field should be automatically
fetched for the Visual Query Builder, prior to the user referencing the field.

e Hidden: whether or not the field is hidden from the user.

e Table: the table to copy the virtual field from.

e Join path: the join path to use to connect to the selected table.

e Field: the field to copy from the table.

e Save: saves the modifications made to the field information.

e Cancel: cancels the modifications made to the field information.

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 18
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F B’
@ metadata_SecDec_MySQL_NetflowDemo - Metadata Builder El_lﬂ

File  Help
DNEH @

| Base information | Tables | Default select fields | vertical market settings | Visualizations

Main fact table: Connections =
Choose the default select fields for the current table:

EI--DCDnnE::ﬁDns

----Snurce IF

----Snurce Port
----Desﬁnaﬁnn IF
----Desﬁnaﬁnn Port
~[|start Time

~[]End Time

~["|ouration {seconds)
....Dpackﬂts

----l:lB}'tES

~[]TcP Flags

~[|source Country Code
-[|5ource Region Code

| 5ource Latitude
-[7|5ource Longitude
----|:|5|::urce Country

[ |Destination Country Code
-["|Destination Region Code -

13

m

The default select fields tab allows selection of the default selection fields.

e Main fact table: the table to edit the default select fields for.
e The list on the tab shows which fields will be added when the user requests the default
select fields in the Visual Query Builder when the corresponding main fact table is

active.
Selected data fields / functions TH
¥ Drop fields to fetch or click here for defaults
Selected data fields f functions 7T
(Source IP | [Source Port | (Destination IP | [Destination Port | [Protocol | v

Applied Visions, Inc. / Secure Decisions Div. VIAssist 2.6 Metadata Builder User Guide 19
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3.4.1 Vertical Market Settings

-,

@ metadata_SecDec_MySQL_NetflowDemo - Metadata Builder I. = | |_ﬂh

File  Help
N EFH| @

| Base information | Tables | Default select fields | Vertical market settings | yisualizations

= E Main fact table: Connections A

Source IP Text - Connections. Source [P, IP-Address o
Source IP/8 Text - Connections, Source IP,IP/3

Source IPf16 Text - Connections. Source IP.IP/16

Source IPf24 Text - Connections, Source IP.IP /24

Source IP Mumeric - Connections. Source IP

Source IPf8 Mumeric - Connections. Source IP.MumericIP-AddressOctetATruncation

Source IPf16 Mumeric - Connections. Source IP, MumericIP-AddressOctetBTruncation

Source IPf24 Numeric - Connections.Source IP.NumericIP-AddressOctetCTruncation
Destination IP Text - Connections.Destination IP. IP-Address

Destination IP/8 Text - Connections, Destination IP.IP/8

Destination IP/16 Text - Connections. Destination IP.IP/16

Destination IP/24 Text - Connections, Destination IF.IP/24

Destination IP Mumeric - Connections.Destination IP

Destination IP/& Mumeric - Connections. Destination IP.MumericIP-AddressOctetATruncation
Destination IP/16 Mumeric - Connections. Destination IP.MumericIP-AddressOctetETruncation
Destination IP/24 Mumeric - Connections. Destination IP. MumericIP-AddressOctetCTruncation &
Source is Organizational Hot IP - Source HotIP (Crganizational) (system)

Source is Personal Hot IP - Source HotIP (Personal) {system)

Destination is Organizational Hot IP - Destination HotIP (Oraanizational) (system)
Destination is Personal Hot IP - Destination HotIP (Personal) (system)

Source Country Mame - Connections. Source Country

Source Country Code - Connections, Source Country Code

Destination Country Name - Connections,Destination Country

m

The vertical market settings page presents any configurable settings for the selected vertical
market file.

e The main fact table combo box provides a list of all tables available for configuration.
Vertical market settings apply to main fact tables.
e There are three toolbar buttons beside the main fact table selection. From left to right:
)
o The add button, which will activate the Vertical Market Field Setting form for
adding a custom vertical market setting.
o The edit button, which will activate the Vertical Market Field Setting form for
editing an existing vertical market setting.
o The delete button, for removing a custom vertical market setting.
¢ The list on the tab shows all vertical market settings. This includes any custom ones
added, as well as ones pre-defined by the vertical market.
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3.4.2 Vertical Market Field Setting Dialog

Vertical Market Field Setting S
Source |P/24 Text - Field containing source P field, truncated to
third octet, in sting format. Usually uses *IF/ 24" calculation.

Constant name:
Constart field
Table: lCunnections - J
Join path: MNone
Field: lSuurc:e IP vJ
Calculation: l P24 - J
[ Save ] I Cancel I

Note: Not every option on a vertical market setting may be editable. If the setting was pre-
defined by the vertical market, the name will be read-only, and the join path can.

Note: The table/field/calculation boxes only show compatible values. Only tables with
compatible fields will be shown, and only fields with compatible calculations will be shown. Join
path selection is only required when connecting to a separate table that has more than one
possible join path.

e The name and description of the setting are displayed at the top of the dialog.

e Constant name: the name of the vertical market setting. This is read-only while editing
pre-defined vertical market settings.

e Table: the table to use for the field setting.

e Join path: the join path to use to get to the selected table, if one is required.

o Field: the field from the table to use.

e Calculation: the calculation to use on the selected field.
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3.5 Visualizations

F B’
@ metadata_SecDec_MySQL_NetflowDemo - Metadata Builder El_lﬂ
File  Help

NEFH @
| Base information | Tables I Default select fields | Vertical market settings | Visualizations

Select the visualizations to be enabled:
Y] e
- []Line Chart
-[¥]Bar Chart
Histogram
-[¥]pie Chart
- [¥]Scatter Plot
- [¥]Time Table
-[¥]|Data Sheet
-[¥]Parabox
- [V dothetCharting
- [¥f| dothetCharting Unfiltered Charts
(- [¥|dothetCharting Filterable Charts

The visualizations tab allows selection of which views will be available within VIAssist.

The list on the tab shows available visualizations. Those which are checked will be made
available for the user within VIAssist while using this metadata project.
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4 Advanced Topics

4.1 Data Tools
4.1.1 Data Tools

Data tools give extended functionality to the interaction of specific fields within a table. These
tools can be wide-ranging in effect, from simply acting as a highlight to being the focus of a
drill-in action. Other utility type of functionality may be exposed as well.

To set data tools on a field, access the field details form for the field of interest. This form
contains many options, but there are only two parts of the form that pertain to the data tools:
the "Display Type" drop down box and the "Data Tools" selection box.

Display Type: | TEXT

Data Tools: [¥] Show Data Details
Drill-In

[¥] Add as Display Fitter
[¥] Add as Highlight Fitter
[¥]Copy to Clipboard

[ Show Full Field Conterts

The "Display Type" drop down box determines what data tools can be selected for this field.
Not every data tool is compatible with every type, therefore the display type is important to
consider. Once a display type is chosen, the data tools selection box will contain a list of data
tools that could be applied to this field.

Select as many of the data tools as desired. When the selections have been made, save this
modified field information.

In the example highlighted screenshot, the "Device Vendor" field has been modified so that the
display type is TEXT and five data tools are selected: Show Data Details, Drill-In, Add as Display
Filter, Add as Highlight Filter, and Copy to Clipboard.
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These data tools will now be available within VIAssist when interacting with that particular field
in a visualization. Right click the field inside of a visualization to bring up the context menu.

Select b ?.D.D.5215.1
| Device Vendor [ArcSight) 3 | Show Data Details

Show Lines | Drill-In

Show Unselected Lines Add as Display Filter

Add as Highlight Filter
Copy to Clipboard

[<] [<][<]

Show Selection

Same Scale

This Axis »

Properties

e —

In this example, the right click context menu in VIAssist is shown for the "Device Vendor" field.
A submenu is seen populated with the same data tools that were selected from the Metadata
Builder.

4.2 Inferring From Database
4.2.1 Inferring Information from Existing Database

The Metadata Builder is a flexible tool that allows every aspect of the metadata to be defined
manually. While ideally the metadata file would be created side-by-side as the database is
developed, this is not always possible. Systems may already be in place and having to manually
add this information could be a tremendous task.

To ease the creation of the metadata, the Metadata Builder can connect to an existing database
to pull down all table information through the Infer from Database (6) functionality.

The inference process is largely automated. When first activating the Infer from Database
functionality, a credentials login screen will be presented. The login screen will differ depending
on the SQL Manager chosen on the Base Information page .
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-

Log In...

Server name:
Port: 3306
Database:

Timeout (seconds): 300

Credertials
Usemame:

Password:

Lok || Bz |

Once valid credentials are accepted, the Metadata Builder will automatically populate all table
information.

Note here how there are no tables available for selection and, subsequently, no field
information.
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' Metadste Buicer el )
=

Base Information | Tables | Default Select Fields | Field Replacements | Visualizations |

Table: | 'ﬂ'@ Lﬁ] Verify with Database Infer froem Database I
Infarmz i Join paths

] PK Hidden DB Name Display Name Display Type Details
# I

After the inference process completes, many tables are available for viewing, as well as their
fields.
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Base Information | Tables | Default Select Fields | Field Replacements | Visualizations |
Table: | cefheader - “'1"|=_-| Lﬁ Verify with Database Infer froem Database .
lm custom m
dectination DB Name Display Name Display Type Details
b device d d INT
saension CEFVersion | CEFVersion INT ]
request DeviceProduct | DeviceProduct TEXT E |
S | = Devicellendor | DeviceVendor TEXT - :]
105 DeviceVersion | DeviceVersion TEXT - [:]
106 EvetTime | EventTime DATETIME - . ] I
107 Name Name TEXT - |
108 Severity Severity INT -]
109 Signatureld | Signatureld TEXT - . ]
* -]
4.2.2 Caveats

By automatically populating all of the table information stored in the database, the potentially
large process of manually entering every table, field, type information, and more is avoided.
However, relationships and join paths are not automatically created due to the subjective
nature that they represent.

It is likely that unneeded tables will need to be removed, that needed relationships will have to
be added, and that needed join paths will have to be created, but this should be significantly
less of a burden than entering large amounts of table information.

4.3 Using Join Paths
4.3.1 What are join paths?

Tables are related to each other through any number of primary key to foreign key
relationships. When rows from different tables have a matching pair of primary and foreign
keys, the data contained in those rows can be associated together. However, complete
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information is not always present within a single relationship. Data can be spread across any
number of tables and there is a need for a well-defined path to get from one table to another in
order to get desired information. Even further, there may be many different ways to go from
one table to another.

Join paths help clarify what paths are available between different tables.

4.3.2 Example
4.3.2.1 Tables

Three basic tables are defined:

i
i} Metadata Builder o= - —— - =i

DEH
Base Information |Tables |Defaﬂ5&ledﬁelds|ﬁe&dﬂaplacaneﬁs|‘d‘maﬁm|

Table; | | | Verify with Database Infer from Database .
Information | Celumns | Relationships | Join paths |
Wl D FK Hidden DB Name Display Mame Display Type Details
[l SOURCE_LO... Source Location 1D [WIERE -
02 | [ DESTINATIO... |Destination Locati... [UINT [ ]

DNEH

Base Information |Tables |Da‘aﬂ5&ledﬁelds|ﬁe&dﬁeplac:aneﬁs|‘d‘mahm|

| | Verify with Database Infer from Database .

Information | Columns | Relationships | Join paths |

] FK Hidden DB Name Digplay Mame Display Type Details
LOCATION_ID | Location 1D INT L | R

22 | [ COUNTRY_C... |Country Code |TEXT < [ |l

Table:
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4.3.2.2 Problem

0 E -
Base Information | Tables | Default Select Fields | Field Replacements | Visualizations |
Table: | |v| “'1"3 L}S] Verify with Database Infer froem Database _
Information | Columns | Relationships | Join paths |
0 PK Hidden DB MName Display Name Display Type Details I
301 COUNTRY_C... Country Code TEXT - .
e @ COUNTRY  |Country |TEXT » [ [ |

Given a Source Location ID in the Connections table, there is no immediate way of knowing the
name of the country the location ID belongs to.

4.3.2.3 Solution

To solve this problem, the needed relationships are established between each table that will

participate in the join path.

The first relationship created is between the Connections table and the Geo City Locations

table. The relationship is defined through the

Source Location ID field of the Connections table

and the Location ID field of the Geo City Locations table.

("} Metadata Builder

DEH

Base Information | Tables | Defautt Select Fields | Field Replacements | Visualizations |
Table: |Connection5 - ““’3 £

| Information | Columns | Relationships | Join paths

Verify with Database Infer from Database

Reverse

Select the fields to be used in the relationship:

Relaticnship Key Information ; . .

~ | MANY20NE

D Primary Key

Foreign Key

Source Location 1D

Applied Visions, Inc. / Secure Decisions Div.

|+ | Location ID
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The second relationship created is between the Geo City Locations table and the Country Codes
table. The relationship is defined through the Location ID field of the Geo City Locations table
and the Country Code field of the Country Codes table.

@ Metadata Builder = 22
RE=A"
Base Infarmation | Tables | Default Select Fields | Field Replacements | Visualizations
Table: |Geu City Locations |+ ‘-’_:1 _d| Verify with Database Infer from Database

| Information | Columns | Relationships |Juin path5|
] Reverse  Table Type Keys
Country Codes |~ |manv2oNE [~ | ..

W
*

Relaticnship Key Information

Select the fields to be used in the relationship:
D Primarny Key Foreign Key

S Location 1D |+ | Country Code

No other relationships need to be established.

Now that the relationships are established, join paths must be set.

A join path is created first by selecting the destination table that needs to be reached. Once the
destination table is selected, all potential paths to get to that table are listed in the Path drop
down box. Simply select the desired path (in this example, only one such path exists) and then
press the "Add" button.

Note: The Join Path Information form only allows valid selections, as defined by what
relationships are available. This greatly simplifies the process of adding paths between tables.
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r@ Metadata Builder | = 2 .|1

DEH

Base Information | Tables | Default Select Fields | Field Replacements | ‘u"lmalizations|

Table: |Cunnection5 |v| ‘-t'_j Lﬁi Verify with Database Infer froem Database

Information | Calumns | Relationships | Jein paths I—

Join Path Information
Join Path 1D: 101 Oneto-One
Join Path Alias: SourceLocation ToCourtnyCodes
Destination Table: [Cu::nuntr],r Codes A ]
Path: | Geo Gity Locations»Country Cods |
Join Path Details
Connections [Source Location 10] » Geo City Locations p
[Location 10]
Geo City Locations [Location 10] » Country Codes [Country
Code]

| Add || Cancel ]|

After a join path has been added, it appears in the list of available join paths.
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ﬁ:}_ Metadata Builder ] L
NEd
Base Information | Tables | Default Select Fields | Field Replacements | "u"lsualizations|

Table: |C|:|nr1ecti|:|n5 |v| “’_=-| _A Verify with Database Infer froem Database

| Infarmation | Columns | Relationships | Join paths |
Country Codes via Source Location 1D

Edit... Delete...

4.4 Virtual Fields

Virtual fields are fields that don't actually exist in the table. When a virtual field is requested by
the user, it is fetched from an alternate table behind the scenes, and copied into the table. This
allows fields from additional tables to be flattened and presented all as one table.

An example of this is geo location information. Typically, in a normalized database, the location
ID would be stored in the main fact table, with joining through satellite tables required to fetch
location name, country name, and other information. By the use of virtual fields, these location
fields can be shown as part of the main fact table, allowing the user to easily see that these
fields are available and select or use them.

These virtual fields may be added, edited, and removed from any table using the virtual fields
tab while configuring that table. Limited configuration of the field, as exposed in the table, is
possible while editing the virtual field, while all other information is copied from the source
table.
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