Discovering the Unexpected

Visualization for Computer Security

Visualization of computer network traf“c typically aims to help
users diagnose performance issues or understand communication
patterns between nodes, either within a network or in the Internet
as a whole. Traditionally, information visualizations of network
traf“c have used link and node graph-based techniques. For
example, SeeNet includes a graph visualization that places nodes
according to their natural geographic location and uses thickness
and color to encode network statistics to provide a high-level view
of network traf‘c. * These kinds of graph-based visualizations are
useful in mapping networks and usage patterns by explicitly
showing links between nodes, but can have problems with
scalability, display clutter, and occlusion. Interaction and focus-
plus-context techniques can help deal with some of these
problems. These visualization and interaction techniques have
greatly in"uenced more current research speci“c to computer
network defense (CND).

More recently, researchers in academia and industry have
focused on network visualizations speci“cally to address the
challenges of CND. Ites beyond the scope of this review to discuss
all of the research in visualization for computer security. Instead we
present an overview of recent advancements in systems that
visualize NetFlow data, since our cognitive task analysis revealed
analystse extensive reliance on that data.

Several researchers have used NetFlow data speci“cally to
address security issues. Like VIAssist, NVisionlP visualizes NetFlow
data using proven visualization techniques.? NVisionlP shows a
class-B networkes overall state in a scatterplot linked to other
views showing increasing levels of detail. IDGraphs attempts to
aid analysts in detecting denial-of-service attacks and scans by
visualizing NetFlow data as histographs, which map frequency to
luminance mapping to merge and summarize graphs. * Other
systems have visualized network data at lower levels of
abstraction, such as packet-level data®® or at higher levels, such
as IDS alerts®”’
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perspectives. VIAssist is extensible: by plugging in differ-
ent tools for different jobs, you can use the same frame-
work to provide visual tools to various analytic roles. The
framework also supports multiple data sources. For
example, VIAssist can interface to an IDS alert database,
network "ow (NetFlow) data, or an incident repository.
And to maintain high-level context during low-level
analysis, we incorporated two-display monitors: one for
a summary overview of the network activity, and anoth-
er for in-depth analysis of a subset of the data, such as a
speci“c security incident (see Figure 1).

Through years of operational testing of CND visual-
izations, “rst with our SecureScope systent,and more
recently with VIAssist, weeve also concluded that fac-
tors beyond the systemes visual aspects determine a visu-
alization systemes utility for CND. Visual analytic tools
for CND have rarely transitioned successfully from the
laboratory into the operational environment because
theyeve failed to “t into the operational work”ow, canst
keep up with the data volume, donst interface well with
legacy systems, or are too complicated to learn. Ana-
lysts also need to work with visual representations
through media other than a desktop screen. They need
to embed them in PowerPoint presentations, print them
(often in gray scale), email them to other analysts, or
post them on a big-board display all with as little effort
as possible.

We designed VIAssist for use by actual analysts work-
ing in operational SOCs with real network data, based
on the user needs gathered during the CTA. Our goal
was to integrate proven visualization techniques into a
robust framework that addresses the real-world
requirements of CND analysts working in diverse set-
tings. As part of an iterative design cycle, we showed
early prototypes to CND analysts, incorporated their
feedback into the system design, and deployed the
revised system for further test and evaluation in an
operational environment.

CND analysts are busy, and are unlikely to try a new
technique unless theyere fairly sure it will make a dif-
ference in their work. Because we based VIAssistes
design on interviews and observations of real analysts
and gave them opportunities to comment on mockups
and early prototypes, we were invited to test the result-
ing system in a real operational environment to which
few developers of CND visualizations have obtained
access.

We also brought the prototype to a military exercise,
in which we could interconnect and demonstrate
advanced technologies within a realistic environment,
and to a CND analyst conference. At the time of this
writing, VIAssist is undergoing a six-month evaluation
at the Joint Task Force for Global Network Operations,
where escalation, correlation, and threat analysts are
exercising the system with real-world data.

VIAssist system design
We designed VIAssist to support CND analysts in the
following activities:

discovering new patterns in large volumes of network
security data;



discovering how a specific event is related to other

information (for example, speci‘c IP addresses, ports,

keywords, and location) available in the massive data

set;

orienting their in-depth analysis of suspicious activi-

ty within the context of a network overview that

shows areas of unusual activity;

forming and evaluating hypotheses about a network

compromisess existence, nature, source, timing, and

extent;

tracking where they are in the analytical process and

how they got there;

gathering other sources of information (such as IP

lookups and hot IP lists) without leaving the visual-

ization console, and incorporating the results into the

view; and

reporting and conferring with other analysts about

their “ndings. 1 ViAssist provides one view for in-depth event analysis (on the left

monitor), and a dashboard view of global activity (on the right).
VIAssist can ingest data from various data sourcds——

NetFlows, IDS logs, watch lists of suspicious IP address-GUI for building, tagging, combining, and executing

es, and more[Cand show the same data simultaneous- expressionsLIefsleven the most novice user create pow|

ly in multiple views to reveal patterns that wouldnet erful SQL queries using point-and-click. After an ana-

have been discovered through a single perspective.
VIAssist supports the discovery of high-level patterns
and anomalies, while providing context (through the
dashboard) for the detailed area of investigatory focus.
It provides intuitive visual interaction mechanisms for
fast data manipulation, highlighting, and “Iltering, and
for querying outside information sources (such as
Whois) and bringing the results into the visualization.

We currently host several proven visualization com-
ponents to support this visual analysis. Once we have a
usable, robust framework design, developing and inte-
grating new visualization components will be a rather
straightforward activity.

lyst creates an expression, he or she can reuse it
criteria for data “ltering, display data “Itering, or dis-
play data highlighting. In addition, VIAssistes various
interactive “Itering and highlighting controls continual-

ly re“ne the displayed data as the user explores and test
different hypotheses.

The ability to formulate expressions that character-
ize particular behavior (such as an external IP addres
connecting to a series of hosts within the same defend
ed subnet, with connection times of a speci“ed length,
at certain times of day) has value in both the reactive
and proactive analysis modes. Proactive analysi
involves anticipating attackerse actions and preparing

AS

1)

Finally, VIAssist enables extended analysis by saving for them in advance. Analysts formulate hypotheses o
and restoring the analystes place in the discovery hunches about the attackes nature and what the attack|
process. It also offers collaborative capabilities such as eres next moves might be. Tracking these hunches an
annotating the visualizations and associated data with “nding data that matches them is particularly dif“cult
notes to other analysts, creating and sharing complex when the data volume is massive and time is limited
criteria expressions, and building brie“ngs directly from  However, VIAssistes expression builder lets an analys
the VIAssist console. formulate a hypothesis about suspicious activity into

an expression that will highlight every instance of data
Data management meeting its criteria. The analyst can build a library of

Our CTA found that CND analysts rely heavily on Net- expressions and permutations of existing expressions,
Flow data, so this was the “rst of several data sources and even share them with other analysts. This catalog
that we integrated into VIAssist. NetFlows, which Cisco of expressions forms a body of knowledge about the
originally developed to aid network analysts in perfor- types of activities the analyst is anticipating, which the
mance tuning, are uni- or bidirectional aggregations of analyst can prune as he or she con“rms the hypother
network traf“c between hosts containing various data sesland turns them into intrusion detection signa-
attributes, such as source and destination address and tures Cardenies them.
port, protocol, number of packets and bytes in the "ow, VIAssistes smart aggregator helps deal with the typ
and "ow start time and duration. We aggregate "ows ically massive data sets encountered in CND analysis.
according to TCP sequence number, or a time threshold This tool emphasizes usability by preventing queries
for UDP communications between unique host pairs.  that would provide too much data for the visualiza-

VIAssist stores this "ow data in a relational database. tions to meaningfully display and that would likely
However, rather than require users to query the data- overload the system. For example, if a user asks VIAs
base using Structured Query Language, like most cur- sist to visualize 30 Gbytes of data with no “ltering or
rent CND tools, VIAssist users need have only modestaggregation, the application would inevitably grind to
knowledge of SQL. VIAssist emphasizes interactive, visu- a halt because of system load. VIAssist handles th
al exploration and discovery. An expression buildel"a_1aggregation automatically, attempting to infer the

o

—
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